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AGENDA FOR REGULAR MEETING
OF THE BOARD OF DIRECTORS
OF THE PALMDALE WATER DISTRICT
to be held at the District’s office at 2029 East Avenue Q, Palmdale

MONDAY, January 14, 2019
6:00 p.m.

NOTES: To comply with the Americans with Disabilities Act, to participate in any Board
meeting please contact Dawn Deans at 661-947-4111 x1003 at least 48 hours prior to a
Board meeting to inform us of your needs and to determine if accommodation is feasible.

Additionally, an interpreter will be made available to assist the public in making
comments under Agenda Item No. 4 and any action items where public input is offered
during the meeting if requested at least 48 hours before the meeting. Please call Dawn
Deans at 661-947-4111 x1003 with your request. (PWD Rules and Regulations Section
4.03.1(c))

Adicionalmente, un intérprete estard disponible para ayudar al publico a hacer
comentarios bajo la seccion No. 4 en la agenda y cualquier elemento de accion donde
se ofrece comentarios al pablico durante la reunién, siempre y cuando se solicite con 48
horas de anticipacion de la junta directiva. Por favor de llamar Dawn Deans al 661-947-
4111 x1003 con su solicitud. (PWD reglas y reglamentos seccion 4.03.1 (c) )

Agenda item materials, as well as materials related to agenda items submitted after
distribution of the agenda packets, are available for public review at the District’s office
located at 2029 East Avenue Q, Palmdale (Government Code Section 54957.5). Please
call Dawn Deans at 661-947-4111 x1003 for public review of materials.

PUBLIC COMMENT GUIDELINES: The prescribed time limit per speaker is
three-minutes. Please refrain from public displays or outbursts such as unsolicited
applause, comments, or cheering. Any disruptive activities that substantially
interfere with the ability of the District to carry out its meeting will not be permitted,
and offenders will be requested to leave the meeting. (PWD Rules and Regulations,
Appendix DD, Sec. IV.A.)

Each item on the agenda shall be deemed to include any appropriate motion, resolution, or
ordinance to take action on any item.

1)  Pledge of Allegiance/Moment of Silence.
2) Roll Call.
3)  Adoption of Agenda.

661-947-4111

2029 East Avenue Q, Palmdale, California 93550 | palmdalewater.org
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4) Public comments for non-agenda items.
5) Presentations:

5.1) None at this time.

6) Action Items - Consent Calendar (The public shall have an opportunity to comment on
any action item on the Consent Calendar as the Consent Calendar is considered
collectively by the Board of Directors prior to action being taken.)

6.1)  Approval of minutes of regular meeting held December 10, 2018.
6.2) Ratification of payment of bills for December 24, 2018.
6.3) Payment of bills for January 14, 20109.

6.4) Approval of reappointment of Helen Velador to Palmdale Recycled Water
Authority Board. (No Budget Impact — General Manager LaMoreaux)

6.5) Approve purchase of Enhanced Network Security and Reporting. ($40,000.00 —
Budgeted — Information Technology Manager Stanton)

6.6)  Approval of Resolution No. 19-1 for Employer Paid Member Contributions for
CalPERS. (Human Resources Director Emery)

7) Action Items - Action Calendar (The public shall have an opportunity to comment on any
action item as each item is considered by the Board of Directors prior to action being
taken.)

7.1)  Consideration and possible action on reorganization of the Board of Directors.
(General Counsel Dunn)

7.2)  Consideration and possible action on Agreement for Professional Services
between the Palmdale Water District and Dr. William Mathis d/b/a Mathis Group.
($36,000.00 — Budgeted — General Manager LaMoreaux)

7.3)  Consideration and possible action to sponsor Antelope Valley Board of Trade 1%
Annual Antelope Valley Sacramento Road Trip. ($3,500.00 — Budgeted — Public
Affairs Director Shay)

7.4)  Consideration and possible action on creating a Water Ambassador’s Academy
for teens to help encourage careers in the water industry. (Non-Budgeted —
Director Mac Laren)

7.5)  Consideration and possible action on authorization of the following conferences,
seminars, and training sessions for Board and staff attendance within budget
amounts previously approved in the 2019 Budget:

a) See attached list of conferences, seminars, and training sessions.
8) Information Items:
8.1)  Reports of Directors:
a) Meetings/General Report.
b) Standing Committee/Assignment Reports (Chair):
1) None.
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9)
10)
11)

12)
13)
14)

8.2)  Report of General Manager.

8.3)  Report of General Counsel.

Public comments on closed session agenda matters.
Break prior to closed session.

Closed session under:

11.1) Conference with Legal Counsel — Existing Litigation: A closed session will be
held, pursuant to Government Code 854956.9 (d)(1), to confer with Special
Litigation Counsel regarding existing litigation to which the District is a party.
The title of such litigation is as follows: Antelope Valley Ground Water Cases.

Public report of any action taken in closed session.
Board members' requests for future agenda items.
Adjournment.

DENNIS D. LaMOREAUX,
General Manager

DDL/dd






ATTACHMENT 7.5.a
PALMDALE WATER DISTRICT JANUARY 14, 2019 AGENDA

AGENDA ITEM NO. 7.5)  Consideration and possible action on authorization of the following
conferences, seminars, and training sessions for Board and staff attendance within budget amounts
previously approved in the 2019 Budget:

1)
2)
3)
4)
5)
6)
7)
8)
9)

10)

11)
12)
13)
14)
15)

16)
17)

18)

California Special Districts Association (CSDA) Webinar: Is the Brown Act Making
You Blue? to be held January 15, 2019 from 10 a.m. — noon.

CSDA Webinar: Required Harassment Prevention Training to be held January 23, 2019
from 10 a.m. — noon and June 6, 2019 from 10 a.m. — noon.

2" Annual Palmdale School District Foundation Dinner “Inspiring Our Students to
Reach for the Stars” to be held January 25, 2019 from 5:30 p.m.-10 p.m. in Lancaster.
CSDA Webinar: Understanding Board & District Liability Issues to be held January
29, 2019 from 10 a.m. — 11:30 a.m.

CSDA Webinar: Annual Employment Law Update: Recent Cases & Trends to be held
February 5, 2019 from 10 a.m. — noon.

Association of California Water Agencies (ACWA) Groundwater Sustainability
Bootcamp — A Short Course to be held February 5 — 6, 2019 in Davis.

Water Education Foundation (WEF) Water 101 Workshop: The Basics and Beyond
and optional Groundwater Tour to be held February 7 -8, 2019 in Sacramento.

CSDA Webinar: Ask the Experts: Financing for Capital Improvements to be held
February 12, 2019 from 10 am. — 11 a.m.

CSDA Webinar: Election Law Compliance: Rising Tide of California Voting Rights
Act Claims to be held February 13, 2019 from 10 a.m. — noon.

CSDA Board Member Best Practices Workshop to be held February 14, 2019 in
Rancho Cucamonga; March 7, 2019 in Goleta; March 14, 2019 in Bakersfield; March
28, 2019 in Corning; April 4, 2019 in Cupertino; and April 18, 2019 in Byron.

CSDA Webinar: Achieving Transparency Isn’t as Hard as it Seems to be held February
20, 2019 from 10 a.m. — noon.

Antelope Valley Board of Trade 47" Annual Business Outlook Conference “The
Future: Unleashed!” to be held February 22, 2019 in Lancaster.

CSDA Webinar: Maximize Your Membership Series: Resources for Board
Members/Trustees to be held February 22, 2019 from 10 a.m. — 10:30 a.m.

CSDA Webinar: Fiscal Year End Planning to be held February 26, 2019 from 10 a.m.
—noon.

ACWA DC 2019 — Annual Washington D.C. Conference to be held February 26 — 28,
2019 in Washington, DC.

WEF Lower Colorado River Tour 2019 to be held February 27 — March 1, 2019.
CSDA Webinar: Performance Management: A Change Agent to be held March 5, 2019
from 10 a.m. — noon.

CSDA CEQA 101 & 201: Basics and Beyond Workshops to be held March 6, 2019 in
Sacramento.
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19)
20)
21)
22)
23)
24)
25)
26)
27)

28)
29)

30)
31)
32)
33)
34)
35)
36)
37)
38)

39)
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CSDA Webinar: Drilling to Develop Groundwater Sustainability to be held March 12,
2019 from 10 a.m. — noon.

ACWA Certificate in Water Management and Leadership to be held March 16 — May
10, 2019 in San Diego.

WateReuse California Annual Conference to be held March 17 — 19, 2019 in Garden
Grove.

CSDA Webinar: Ethics Law for Public Officials to be held March 19, 2019 from 10
a.m. —noon and November 20, 2019 from 10 a.m — noon.

CSDA Rate Setting Under Propositions 218 and 26 Workshop to be held March 20,
2019 in Sacramento.

CSDA Special District Leadership Academy Governance Foundations — Module 1 to
be held March 26, 2019 in Sacramento and September 25, 2019 in Anaheim.

Special District Risk Management Authority Spring Education Day to be held March
26, 2019 in Sacramento.

WEF 2019 Santa Ana River Watershed Conference to be held March 29, 2019 in
Fullerton.

CSDA Webinar: Cradle to Grave: How and Why Special Districts Need to be Involved
in Local Agency Formation Commission to be held April 3, 2019 from 10 a.m. — noon.
WEF Central Valley Tour 2019 to be held April 3 -5, 2019.

American Institute of Graphic Arts 2019 Design Conference to be held April 4 — 6,
2019 in Pasadena.

CSDA 2019 Special District Leadership Academy to be held April 7 - 10, 2019 in San
Diego and July 7 — 10, 2019 in Napa.

California Association of Public Information Officials 2019 Annual Conference Chart
Your Course Navigate the Unknown to be held April 8 — 11, 2019 in Newport Beach.
Public Relations Society of America 2019 Western District Conference to be held April
10 -12, 2019 in Phoenix, Arizona.

CSDA Webinar: Legislative Round-Up to be held April 11, 2019 from 10 a.m. — noon
and October 31, 2019 from 10 a.m. — noon.

CSDA Webinar: Maximize Your Membership Series: Resources for General Managers
to be held April 12, 2019 from 10 a.m. — 10:30 a.m.

CSDA Prevailing Wage: Basics and Beyond Workshop to be held April 16, 2019 in
Sacramento.

CSDA Webinar: Employee Privacy — Is There Really Such a Thing? to be held April
23, 2019 from 10 a.m. — noon.

CSDA Human Resources Boot Camp for Special Districts Workshop to be held April
24,2019 in Simi Valley and August 7, 2019 in El Dorado Hills.

CSDA Financial Management for Special Districts Workshop to be held April 25, 2019
in Simi Valley and August 8, 2019 in El Dorado Hills.

CSDA Supervisory Skills for the Public Sector Workshop to be held April 30, 2019 in
Sacramento.
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40)

41)
42)

43)
44)

45)
46)
47)

48)
49)

50)

51)
52)

53)

54)

55)
56)
57)
58)
59)

60)
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CSDA Webinar: Maximize Your Membership Series: Making Connections in CSDA’s
Online Communities to be held May 2, 2019 from 10 a.m. — 10:30 a.m. and November
15, 2019 from 10 a.m. — 10:30 a.m.

Antelope Valley Board of Trade Inaugural Sacramento Bus Trip to be held May 6 and
7, 2019 in Sacramento.

CSDA Webinar: How Social Should Special Districts Be? to be held May 7, 2019 from
10 a.m. — noon.

ACWA Spring Conference & Exhibition to be held May 7 — 10, 2019 in Monterey.
CSDA Webinar: Do you Have the Evidence? Employment Documentation From Start
to Separation to be held May 9, 2019 from 10 a.m. — noon.

CSDA 2019 Special Districts Legislative Days to be held May 21 — 22, 2019 in
Sacramento.

CSDA Webinar: Maximize Your Membership Series: Resources for Board Secretaries
to be held May 30, 2019 from 10 a.m. — 10:30 a.m.

CSDA Webinar: Managing Risk in Public Contracts: Bonds, Insurance, and Indemnity
to be held June 4, 2019 from 10 a.m. — noon.

WEF Bay-Delta Tour 2019 to be held June 5 -7, 2019.

CSDA So, You Want to be a General Manager Workshop to be held June 23, 2019 in
Newport Beach and October 23, 2019 in Sacramento.

CSDA 2019 General Manager Leadership Summit to be held June 23 — 25, 2019 in
Newport Beach.

WEF Headwaters Tour 2019 to be held June 27 — 28, 2019.

ESRI User Conference “GIS — Inspiring What’s Next” to be held July 8 — 12, 2019 in
San Diego.

CSDA Webinar: Maximizing Your Membership Series: Boosting Your Bottom Line
With CSDA'’s Value-Added Benefits to be held July 18, 2019 from 10 a.m. — 10:30
a.m.

CSDA Essential Communications for Every Special District Workshop to be held July
24, 2019 in Sacramento; July 31, 2019 in Fresno; August 14, 2019 in Chico; August
28, 2019 in Cotati; October 16, 2019 in Marina; and October 30, 2019 in Santee.
CSDA Personalized Professional Media Training Workshop to be held July 24, 2019
in Sacramento and August 14, 2019 in Chico.

CSDA Webinar: Records Retention and Document Management in the Electronic Age
to be held July 30, 2019 from 10 a.m. — noon.

CSDA Webinar: Dude, My Boss is a Millennial to be held August 1, 2019 from 10 a.m.
—noon.

CSDA Online Compliance and Transparency Made Simple Workshop to be held
August 6, 2019 in Sacramento.

CSDA 2019 Annual Conference & Exhibitor Showcase to be held September 25 — 28,
2019 in Anaheim.

WEF Northern California Tour 2019 to be held October 2 — 4, 2019.
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61)

62)
63)

64)
65)

66)
67)

68)
69)
70)
71)
72)

73)

74)
75)

76)
77)

78)
79)

80)
81)

82)
83)

84)
85)
86)
87)
88)
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CSDA Webinar: Maximizing Employee Potential through the Coaching/Evaluation
Process to be held October 8, 2019 from 10 a.m. — noon.

WEF Central Coast Tour 2019 to be held November 6 — 7, 2019.

CSDA 2019 Board Secretary/Clerk Conference to be held November 12 — 14, 2019 in
Seaside.

ACWA Fall Conference & Exhibition to be held December 3 — 6, 2019 in San Diego.
WEF Colorado River Water Users Association’s Annual Conference to be held
December 11 — 13, 2019 in a location to be determined.

CSDA On-Demand Webinar: A How-To-Do-It for Special Districts with Revenue
Needs.

CSDA On-Demand Webinar: A Practical Guide for Creating New Board Member
Orientation.

CSDA On-Demand Webinar: Accessing Legislative & Outreach Information.

CSDA On-Demand Webinar: Advanced Training in the California Public Records Act.
CSDA On-Demand Webinar: Annual Employment Law Update.

CSDA On-Demand Webinar: Ask the Experts: Energy Project Financing.

CSDA On-Demand Webinar: Ask the Experts: Financing Mission Ciritical
Infrastructure.

CSDA On-Demand Webinar: Best Practices in Agenda Preparation &
Taking/Recording Minutes.

CSDA On-Demand Webinar: Brown Act: Principles, Traps, and Avoiding Violation.
CSDA On-Demand Webinar: CA’s Broad Conflict of Interest Law and How to Avoid
Problems.

CSDA On-Demand Webinar: Career Building Opportunities with CSDA.

CSDA On-Demand Webinar: Completing Your Statement of Economic Interest —
Form 700.

CSDA On-Demand Webinar: Customer Service in the Public Sector.

CSDA On-Demand Webinar: Developing and Implementing a Records Retention
Schedule.

CSDA On-Demand Webinar: Disaster Planning.

CSDA On-Demand Webinar: Exercising Legislative Authority: Use of Ordinances,
Resolutions, and Minute Orders.

CSDA On-Demand Webinar: Fraud Environment — Tips for Detection and Controls
Survey.

CSDA On-Demand Webinar: GASB 75 — Preparing for Implementation, Disclosure
and Audit.

CSDA On-Demand Webinar: Gender Identity Issues in the Workplace.

CSDA On-Demand Webinar: General Manager Evaluations.

CSDA On-Demand Webinar: Good Governance.

CSDA On-Demand Webinar: Governments Engaging Youth.

CSDA On-Demand Webinar: Grassroots Advocacy and Public Outreach.
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89)

90)
91)

92)
93)
94)
95)
96)
97)

98)
99)
100)

101)
102)

103)
104)
105)
106)
107)
108)
109)

110)
111)

112)
113)
114)
115)

116)
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CSDA On-Demand Webinar: How to Communicate Effectively Using Popular Online
Tools.

CSDA On-Demand Webinar: How to Find, Apply, and Secure Grant Funding.

CSDA On-Demand Webinar: Introduction to Special District Finances for New Board
Members.

CSDA On-Demand Webinar: Keeping Up the Brown Act.

CSDA On-Demand Webinar: Keys to CSDA’s Sample Policy Handbook.

CSDA On-Demand Webinar: Legislative Round-Up.

CSDA On-Demand Webinar: Leveraging Your State and Federal Relationships.
CSDA On-Demand Webinar: Making Connections in CSDA’s Online Communities.
CSDA On-Demand Webinar: Paying for Capital Projects: Key Considerations for
Utilizing Debt.

CSDA On-Demand Webinar: Prevailing Wage Updates.

CSDA On-Demand Webinar: Public Engagement and Budgeting.

CSDA On-Demand Webinar: Records Retention and Management in the Electronic
Age.

CSDA On-Demand Webinar: Required Ethics Compliance Training — AB1234.
CSDA On-Demand Webinar: Required Sexual Harassment Prevention Training for
Special Districts.

CSDA On-Demand Webinar: Rules of Order Made Easy!

CSDA On-Demand Webinar: SB96 Impact on Public Works Projects.

CSDA On-Demand Webinar: Special Districts 101: What are Special Districts?
CSDA On-Demand Webinar: Strategic Planning for Special Districts.

CSDA On-Demand Webinar: Streamlined Website Compliance.

CSDA On-Demand Webinar: Successful Strategies for Utilizing Debt.

CSDA On-Demand Webinar: The Critical Nature of Communications in the Public
Agency.

CSDA On-Demand Webinar: The Great Board Chair.

CSDA On-Demand Webinar: Understanding Board Member & District Liability
Issues.

CSDA On-Demand Webinar: Understanding Property Taxes and Your Budget.
CSDA On-Demand Webinar: What Every Board Member Should Know.

CSDA On-Demand Webinar: What’s Public Engagement and Why Do It?

CSDA On-Demand Webinar: Who Does What? Best Practices in Board/Staff
Relations.

CSDA On-Demand Webinar: Workplace Violence Prevention.
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AGENDA ITEM NO. 6.4

PALMDALE WATER DISTRICT
BOARD MEMORANDUM

DATE: January 3, 2019 January 14, 2019

TO: BOARD OF DIRECTORS Board Meeting

FROM: Mr. Dennis D. LaMoreaux, General Manager

RE: AGENDA ITEM NO. 6.4 - APPROVAL OF REAPPOINTMENT OF
HELEN VELADOR TO PALMDALE RECYCLED WATER AUTHORITY
BOARD. (NO BUDGET IMPACT - GENERAL MANAGER
LaMOREAUX)

Recommendation:

Staff recommends the Board reappoint Helen Velador to the Palmdale Recycled Water
Authority Board as the fifth Board member.

Background:

The Palmdale Recycled Water Authority was formed by the Palmdale Water District and
the City of Palmdale via the "Joint Exercise of Powers Agreement Creating the Palmdale
Recycled Water Authority” in September 2012. That Agreement provides for the joint
appointment by those two entities of a fifth Director in addition to two Directors from
each of their respective Boards. All Authority Directors are appointed to serve one-year
terms that may be renewed annually.

Helen Velador has served as the fifth Director of the Palmdale Recycled Water Authority
since 2013. The Palmdale City Council will consider her reappointment at their January
8, 2019 City Council meeting.

Strategic Plan Initiative/Mission Statement:

This work is part of Strategic Initiative No. 5 — Regional Leadership.
This item directly relates to the District’s Mission Statement.

Budget:
This item will not affect the budget.

Supporting Documents:

None.




AGENDA ITEM NO. 6.5

PALMDALE WATER DISTRICT
BOARD MEMORANDUM

DATE: January 3, 2019 January 14, 2019
TO: BOARD OF DIRECTORS Board Meeting
FROM: Jim Stanton, Information Technology Manager
VIA: Mr. Adam Ly, Assistant General Manager

Mr. Dennis D. LaMoreaux, General Manager
RE: AGENDA ITEM NO. 6.5 - APPROVE PURCHASE OF ENHANCED

NETWORK SECURITY AND REPORTING. ($40,000.00 - BUDGETED -
INFORMATION TECHNOLOGY MANAGER STANTON)

Recommendation:
Staff recommends the Board approve the acquisition of Darktrace Enterprise enhanced
network threat detection, classification and remediation.

Background:
The security threat landscape is ever changing. Data, telco and SCADA networks must

adapt and harden to mitigate those threats. Many organizations employ security individuals
whose sole job is to monitor network traffic, analyze that traffic and determine if a threat
is present. PWD is too small an organization to afford a Network Security Officer.
Darktrace is an inline appliance that uses artificial intelligence to detect and classify
unusual network activity. It can then either manage that threat or notify IS staff to analyze
and make the determination. This builds upon our existing layered defense.

Alternative Option:
The alternative option would be to continue with current devices and applications.

Impact of Taking No Action
Possible unknown attacks.

Strategic Plan Initiative/Mission Statement:
This work is part of Strategic Initiative 3 - Systems Efficiency.
This item directly relates to the District’s Mission Statement.

Budget:
This is allocated in the 2019 Budget - $40,000.

Supporting Documents:
e Darktrace Contract, Terms, and specification sheet.







DARKTRACE MASTER CUSTOMER AGREEMENT
IMPORTANT - READ CAREFULLY:

Please read the following legally binding Darktrace Master Customer Agreement (“Agreement”) between Darktrace Limited or
any of its Affiliates (“Darktrace”) and the person or entity which has been granted license rights under this Agreement
(“Customer”) carefully. THIS AGREEMENT WILL APPLY TO ANY QUOTE, PRODUCT ORDER FORM, ORDER ACKNOWLEDGEMENT,
AND INVOICE, AND ANY SALE, LICENSE, OR DELIVERY OF ANY PRODUCTS OR SERVICES BY DARKTRACE. By selecting the accept
option, breaking the seal on the package, or installing, or otherwise accessing or using the Darktrace Offering (as defined herein),
Customer acknowledges that Customer has read, understands, and agrees to be bound by the terms and conditions of this
Agreement. Where a reseller, service provider, consultant, contractor or other permitted third party downloads, installs or
otherwise uses the Products on Customer’s behalf, such party will be deemed to be Customer’s agent and Customer will be
deemed to have accepted all of the terms and conditions of this Agreement as if Customer had directly downloaded, installed or
used the Products.

If Customer does not agree with the terms and conditions of this Agreement, Customer is not authorised to install the Products
or otherwise use the Offering for any purpose whatsoever. If Customer returns the unused Products and all accompanying items
in their original condition and packaging within twenty-one (21) calendar days of delivery by Darktrace, together with proof of
purchase, Customer may receive a full refund of any Fees paid.

Darktrace and Customer may be collectively referred to as “Parties” or individually as “Party”.

The Agreement is comprised of the following documents:

1. This Agreement and its appendices;

2. The Product Order Form (as defined below);

3. The documents incorporated by reference herein.
RECITALS

Whereas, Darktrace is the supplier of the Darktrace Products which are more fully described in the applicable quotation, ordering
document, or commercial terms schedule provided by Darktrace or its authorised reseller, as applicable, and accepted by
Darktrace, which identifies the Products and any Services ordered by Customer from Darktrace or its authorised reseller, as
applicable, the term, the respective quantities, the applicable fees, together with any other specifications or requirements and
any other restrictions (if any) (“Product Order Form”).

Whereas, the Customer is interested in using the Offering for its internal use and Darktrace has agreed to Customer’s use of the
Offering on the terms of this Agreement.

Now therefore, in consideration of the mutual covenants and the payment of Fees described herein, the Parties agree as follows:
1.  DEFINITIONS

Certain capitalised terms used but not defined herein are as set forth in Appendix 1 to this Agreement.

2.  EVALUATIONS, TECHNICAL PREVIEWS, BETA TESTING AND FREE TOOLS

The following terms in this Clause 2 apply to a Darktrace proof of value, or an Evaluation of a Product or a Preview Product.

2.1. If Darktrace permits the Customer to conduct a proof of value or an evaluation of a commercially available Product (the
“Evaluation” and any such evaluated Product, the “Evaluation Product”), the Customer may use such Evaluation Product free
of charge for evaluation purposes only for a maximum of four (4) weeks, or such other duration as specified by Darktrace in
writing at its sole discretion (the “Evaluation Period”). If the Customer does not purchase the Product, the rights to use such
Evaluation Product will terminate immediately upon expiry of the Evaluation Period.

2.2. If the Evaluation relates to Hardware, all right, title and interest in the Products will remain with Darktrace and the Products
must be returned at the end of the Evaluation Period. Customer must keep the Products free from liens, will be responsible
for any damage to such Products during the Evaluation Period (reasonable wear and tear excepted) and will carry insurance
coverage (all risks), in an amount equal to the full replacement value of such Products. Customer must promptly return the
Hardware to the return location indicated by Darktrace, securely and properly packaged, with carriage (and insurance at
Customer’s option) prepaid upon the expiry of the Evaluation Period.
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2.3.

2.4,

2.5.

3.1

3.2,

4.1.

4.2.

If Darktrace provides Customer with a Product for technical preview or beta testing purposes (a “Preview Product”), Customer
may use the Preview Product for evaluation purposes, in a non-production test environment only, for the period specified by
Darktrace (the “Test Period”). Customer will test the Preview Product in accordance with any conditions specified in the
readme file for the software or any accompanying Documentation and will gather and report test data, feedback, comments
and suggestions to Darktrace. The Customer’s right to use the Preview Product will terminate upon expiry of the Test Period.
Darktrace does not warrant that it will release a commercial version of the Preview Product, or that a commercial version will
contain the same or similar features as the Preview Product.

Clause 9 and Clause 12 will not apply to Evaluation Products or Preview Products. EVALUATION PRODUCTS AND PREVIEW
PRODUCTS ARE PROVIDED “AS IS” AND, TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, (i) DARKTRACE MAKES
NO WARRANTIES, CONDITIONS, REPRESENTATIONS OR UNDERTAKINGS OF ANY KIND, WHETHER EXPRESS, IMPLIED,
STATUTORY OR OTHERWISE WITH RELATION TO SUCH EVALUATION PRODUCTS OR PREVIEW PRODUCTS, (ii) IN NO EVENT
SHALL DARKTRACE BE LIABLE TO CUSTOMER OR TO THOSE CLAIMING THROUGH CUSTOMER FOR ANY DIRECT, INDIRECT,
CONSEQUENTIAL, INCIDENTAL OR SPECIAL DAMAGE OR LOSS OF ANY KIND INCLUDING BUT NOT LIMITED TO LOSS OF PROFITS,
LOSS OF CONTRACTS, BUSINESS INTERRUPTIONS, LOSS OF OR CORRUPTION OF INFORMATION OR DATA HOWEVER CAUSED
AND WHETHER ARISING UNDER CONTRACT OR TORT (INCLUDING WITHOUT LIMITATION NEGLIGENCE), EVEN IF DARKTRACE
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

IF ANY LIMITATION, EXCLUSION, DISCLAIMER OR OTHER PROVISION CONTAINED IN CLAUSE 2.4 ABOVE IS HELD TO BE INVALID
FOR ANY REASON BY A COURT OF COMPETENT JURISDICTION AND DARKTRACE BECOMES LIABLE THEREBY FOR LOSS OR
DAMAGE THAT MAY LAWFULLY BE LIMITED, SUCH LIABILITY WHETHER IN CONTRACT, TORT OR OTHERWISE, SHALL NOT
EXCEED TEN THOUSAND POUNDS STERLING (£10,000).

OFFERING; ORDER PROCESS

Darktrace agrees to provide to the Customer: (i) the number and type of Products; (ii) the Support Services; and (iii) the training
to be provided to Customer, if any, all as set out in a Product Order Form. All Product Order Forms must be in writing and
reference this Agreement to be valid. All Product Order Forms will be governed by this Agreement and any different or
additional terms presented with or in any communication, including but not limited to, the Customer’s purchase order, are
deemed null and void and of no effect unless the additional terms are agreed upon by the Parties in writing prior to acceptance
of that Product Order Form.

Darktrace acknowledges and agrees that the Offering is provided for the benefit of Affiliates of Customer from time to time.
Accordingly, such Customer Affiliates will be entitled to utilise the Offering in the same way as Customer under the terms of
this Agreement. To the extent that any such Customer Affiliate utilises the Offering in accordance with this Clause 3.2,
Customer (acting as agent and trustee of the relevant Customer Affiliate) will be entitled to enforce any term of this Agreement
and recover all losses suffered by such Customer Affiliate pursuant to this Agreement as though Customer had suffered such
loss itself, provided that in no event may Customer make multiple recoveries in respect of the same loss.

HARDWARE

Hardware Products. Subject to Clause 2.2 (if applicable), Darktrace will sell to the Customer, and Customer will purchase from
Darktrace, the Hardware element of the Products, subject to and in accordance with the terms of this Agreement. Unless
otherwise agreed in a Product Order Form, the cost of the Hardware is included in the Fees. Customer acknowledges that,
with respect to Software which is delivered on Hardware, the Hardware is provided hereunder solely as the medium for
delivery and operation of the Software. Unless otherwise agreed by the Parties in writing, Darktrace at its option may provide
Hardware that is either new or refurbished. Refurbished Hardware will perform as if it were new in accordance with this
Agreement. Customer will be granted a license to the Software pursuant to Clause 5 below to use the Software delivered on
the Hardware solely (i) in conjunction with such Hardware and not separately or apart from the Hardware, and (ii) in
accordance with the applicable Documentation. Customer acknowledges and agrees that pursuant to Clause 4.3, Customer
owns only the Hardware on which the Software is installed and that Darktrace licenses, and does not sell, any Software and
nothing in this Clause 4 will operate to transfer or assign ownership of the Software or any of Darktrace’s other Intellectual
Property Rights (or those of its licensors) to Customer. If, with Darktrace’s prior written permission, Customer sells, leases,
lends, rents, distributes or otherwise transfers any Hardware to any third party, or if Darktrace terminates this Agreement,
then Customer will erase all Software from such Hardware and will certify erasure to Darktrace in writing, signed by an officer
of the Customer .

Delivery. Darktrace will use commercially reasonable efforts to ship the Products on the agreed delivery dates (in partial or
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full shipments); provided, however, that Darktrace will in no event be liable for any delay in delivery or for failure to give
notice of delay. Without liability to any person and without prejudice to any other remedy, Darktrace may withhold or delay
shipment of any Order if Customer is late in payment or is otherwise in default under this Agreement. Darktrace will deliver
the Hardware FCA (Incoterms 2010) to the agreed Customer sites. In the absence of specific shipping instructions from
Customer, Darktrace will ship by the method of its choice. Unless otherwise agreed, Customer will pay and be exclusively
liable for all costs associated with shipping and delivery including without limitation, freight, shipping, customs charges and
expenses, cost of special packaging or handling and insurance premiums incurred by Darktrace in connection with the
shipment of Products to Customer. Darktrace will identify itself in all documents related to the shipment of Products as the
exporter of record from the United Kingdom, and the Customer (or its agent, as applicable) as the importer of record into
the country of delivery.

Title to Hardware. Notwithstanding anything in the Agreement to the contrary title to the Hardware will remain with
Darktrace during the first twenty-four (24) month period of the Term. Following such initial twenty-four (24) month period
and provided Customer is current in all payment obligations to Darktrace, title in the Hardware will pass to Customer. Upon
termination for any reason during the first twenty-four (24) month period of the Term, Customer shall return the Hardware
to Darktrace. During such initial twenty-four (24) month period, Customer is required to (a) clearly designate the Hardware
as Darktrace’s property; (b) hold the Hardware on a fiduciary basis as Darktrace’s bailee; (c) store and use the Hardware in a
proper manner in conditions which adequately protect and preserve the Hardware; (d) insure the Hardware against all risks
to its full replacement value; and (e) not sell, charge, pledge, mortgage or otherwise dispose of the Hardware or any part of
it or permit any lien to arise over the Hardware (or part thereof) and will keep the Hardware free from distress, execution
and other legal process.

Customer Data on Hardware. In the event that Customer returns the Hardware upon the expiration of the Evaluation Period
or expiration of the Term, Darktrace will work with Customer to remove any and all of Customer’s data from the Hardware
prior to return. If Customer wishes to retain the hard disk drives, these will be chargeable at Darktrace’s then-current list price.
If Customer fails to return the Hardware upon expiry of the Evaluation Period or the Term (while title remains with Darktrace
in accordance with Clause 4.3), Darktrace may invoice, and Customer will pay, for the Offering at list price for such extension
period. DARKTRACE WILL NOT BE RESPONSIBLE FOR MAINTAINING OR PROTECTING ANY CONFIGURATION SETTINGS OR DATA
FOUND ON THE RETURNED HARDWARE OR COMPONENT PART OF THE HARDWARE AND IT IS CUSTOMER'S SOLE
RESPONSIBILITY TO DELETE ANY SUCH INFORMATION PRIOR TO RETURN.

LICENSE GRANT FOR THE SOFTWARE AND RESTRICTIONS

License Grant for Software. In consideration of the Fees paid by the Customer to Darktrace, and subject to the terms and
conditions of this Agreement and the Product Order Form, Darktrace grants to Customer a non-exclusive, non-transferable,
non-sublicensable license for the Term to: (i) install and use the Products in Customer’s Site(s) or an Outsource Provider’s
Site(s) for Customer’s or its Affiliate’s internal business purposes (provided that neither Customer nor its Affiliates may use the
Products or the Services as a commercial product or for the benefit of an unaffiliated third party); (; (ii) make a commercially
reasonable number of copies of the Documentation; provided, however, that Customer must reproduce and include all of
Darktrace's and its suppliers' copyright notices and proprietary legends on each such copy; and (iv) use Reports, and reproduce
and distribute such Reports, internally solely for Customer’s or its Affiliate’s own business purposes.

License Restrictions. All Software is licensed, not sold. The restrictions in this Agreement represent conditions of the
Customer’s license. Customer specifically agrees not to: (i) sub-license, rent, sell, lease, distribute or otherwise transfer the
Software or any part thereof or use the Offering, or allow the Offering to be used, for timesharing or service bureau purposes
or otherwise use or allow others to use for the benefit of any third party (other than Customer’s Affiliates); (ii) attempt to
reverse engineer, decompile, disassemble, or attempt to derive the source code or underlying ideas or algorithms of the
Software or Third Party Software (other than the GPL Software) or any portion thereof, except as required to be permitted by
applicable law; (iii) modify, port, translate, localise or create derivative works of the Software, the Third Party Software, the
Documentation or Reports; (iv) use the Offering: (a) in violation of any law, statute, ordinance or regulation applicable to the
Customer (including but not limited to the laws and regulations governing publicity or privacy, export/import control, federal,
state and local laws and regulations governing the use of network scanners and related software in all jurisdictions in which
systems are scanned or scanning is controlled, or anti-discrimination, in each case that are applicable to the Customer); or (b)
negligently, intentionally or wilfully propagate any virus, worms, Trojan horses or other programming routine intended to
damage any system or data; (v) remove or modify any acknowledgements, credits or legal notices contained on the Products
or any part thereof; (vi) install or run on the Hardware any software applications other than the Software and Third Party
Software installed by Darktrace on such Hardware; (vii) collect any information from or through the Offering using any
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6.1.

6.2.

6.3.

6.4.

7.1

automated means (other than Darktrace approved APIs), including without limitation any script, spider, “screen scraping,” or
“database scraping” application or gain or attempt to gain unpermitted access by any means to any Darktrace computer
system, network, or database; and (viii) file copyright or patent applications that include the Offering or any portion thereof.
Prior to the disposal of any media or Hardware containing the Software, Customer will permanently erase the Software
contained therein and will certify erasure to Darktrace in writing, signed by an officer of the Customer .

Outsource Provider. In the event that the Customer contracts with any third party service provider(s) such as an outsourcer,
hosting or collocation service provider or other information technology service provider for the performance of information
technology functions (each, an “Outsource Provider”), the Customer may permit such Outsource Provider to exercise all or
any portion of the rights granted in Clause 5.1 above solely on Customer’s or its Affiliates’ behalf, provided that (i) the
Outsource Provider will only use or operate the Offering for the Customer’s use subject to terms and conditions that are
consistent with the rights and limitations set forth in this Agreement; and (ii) Customer will remain liable for the acts and
omissions of the Outsource Provider under this Agreement

Third Party Software/ Open Source Software. The Customer acknowledges that the Software may contain or be accompanied
by certain third party hardware and software products or components (“Third Party Products”) including Open Source
Software. Open Source Software is copyrighted and licensed under the GPL/LGPL and other OSS licenses. Copies of, or
references to, those licenses may be set forth in a Product Order Form, the Third Party Product packaging or in a text file,
installation file or folder accompanying the Software. If delivery of Open Source Software source code is required by the
applicable license, Customer may obtain the complete corresponding Open Source Software source code for a period of
three years after Darktrace’s last shipment of the Software by sending a request to: Attn: Legal Department - Open Source
Software Request, Darktrace Limited, Platinum Building, Cowley Road, Cambridge, CB4 0DS, United Kingdom.

SERVICES.

Installation. Darktrace will conduct its standard installation and test procedures to confirm completion of the installation of
the Products on the Customer’s or its Outsource Provider’s Site (“Installation Services”).

Support Services. Darktrace will provde Standard Support Services for the term of the applicable Product Order Form, as well
as any Support Service Options included as part of the Offering that are agreed in a Product Order Form (together, the
“Support Services”). Darktrace’s Support Services are further described in the Support Services Data Sheet, which details
Darktrace’s Standard Support Services and Service Options, and their respective eligibility requirements, service limitations
and Customer responsibilities.

Call Home. Darktrace’s “Call Home” feature is critical for certain Support Services. Darktrace will limit its access solely to the
extent relevant to Darktrace's provision of the Support Services, and such remote access will be subject to Customer’s
reasonable policies and procedures provided to Darktrace in writing in advance. The Call Home connection remains within
Customer’s complete control and is initiated by the onsite Products. It can be initiated and terminated at any time by the
Customer.

DISCLAIMER. FOR THE AVOIDANCE OF DOUBT, UNLESS EXPRESSLY AGREED, THE SERVICES DO NOT INCLUDE THE
MONITORING, INTERPRETATION OR CORRECTIVE ACTION WITH RESPECT TO ANY ALERTS GENERATED BY THE OFFERING. NO
ADVICE, REPORT, OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED BY CUSTOMER FROM DARKTRACE OR
THROUGH OR FROM THE SERVICES SHALL CREATE ANY WARRANTY NOT EXPRESSLY STATED IN THIS AGREEMENT.
CUSTOMER UNDERSTANDS THAT: (A) ANY OUTCOME OF THE SERVICES INVOLVING SECURITY ASSESSMENT IS LIMITED TO A
POINT-IN-TIME EXAMINATION OF CUSTOMER’S SECURITY STATUS; AND (B) THE SERVICES DO NOT CONSTITUTE ANY FORM
OF REPRESENTATION, WARRANTY OR GUARANTEE THAT CUSTOMER’S SYSTEMS ARE SECURE FROM EVERY FORM OF
ATTACK, EVEN IF FULLY IMPLEMENTED. CUSTOMER UNDERSTANDS AND ACKNOWLEDGES THAT NOT ALL ANOMALIES /
INTRUSIONS MAY BE REPORTED OR PREVENTED.

FEES, PAYMENT AND TAXES.

Fees. Fees will be as provided in writing by Darktrace, or its authorised reseller, in a Product Order Form. No refunds will be
made except as provided in Clause 9 “Warranties” and Clause 10.3 “Intellectual Property Rights Infringement” set forth
herein. Unless otherwise explicitly agreed in writing, fees are: (i) exclusive of sales and use taxes assessed by any taxing
authority in the jurisdiction(s) in which Customer is physically located and takes delivery of the Products or Services; and (i)
exclusive of duties and shipping and handling fees, which unless otherwise agreed will be the responsibility of the Customer.
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7.3.

8.1.

9.1.

9.2.

9.3

9.4

9.5

Should Customer be required under any law or regulation of any governmental entity or authority outside of the United
Kingdom to withhold or deduct any portion of the payments due to Darktrace, then Customer will increase the sum payable
to Darktrace by the amount necessary to yield to Darktrace an amount equal to the sum Darktrace would have received had
no withholdings or deductions been made. Darktrace may also charge for hardware replacement costs not provided under
the Support Services.

Invoices and Payment. The Customer will be invoiced the Fees from the Commencement Date as defined and set out in the
Product Order Form, if not expressly stated in a Product Order Form, Fees will be invoiced on the date of delivery of the first
Product (the “Commencement Date”). Any other charges, such as out of pocket expenses will be invoiced monthly in arrears.
Invoicing will occur via email. Unless otherwise agreed in a Product Order Form, Customer agrees to pay all undisputed
amounts within thirty (30) days of Customer’s receipt of the applicable invoice by direct bank or wire transfer in accordance
with the instructions on the invoice, and any bank charges assessed on Customer by Customer’s bank. FOR THE AVOIDANCE
OF DOUBT, UNLESS PAYMENTS ARE MADE BY BANK OR WIRE TRANSFER, THEY MUST BE MADE ANNUALLY IN ADVANCE.
Darktrace may suspend or cancel performance of open orders or Services if Customer fails to make payments when due,
reserving all other rights and remedies as may be provided by law. Darktrace may impose late charges on overdue payments
at a rate equal to two percent (2%) per annum above the official dealing rate of the Bank of England, calculated from the
date payment was due until the date payment is made, and all reasonable expenses incurred in collection, including legal
fees.

Lapsed Fees. If Customer has lapsed in the payment of Fees due hereunder, Darktrace may suspend the provision of
Services and prior to recommencement of the Services by Darktrace, Customer will be responsible for paying all fees
associated with the Offering from the date such Service was stopped through to the then-current date.

INTELLECTUAL PROPERTY; OWNERSHIP

Intellectual Property. Except as expressly set forth herein, this Agreement does not grant either Party any rights, implied
or otherwise, to the other’s Intellectual Property. Darktrace and its suppliers retain all right, title and interest to the Offering
and related Documentation and reserve all right, title, and interest in and to the Offering (excluding any Third Party
Software), and the Documentation, and all copies thereof including all enhancements, error correction, new releases,
updates, derivations, and modifications thereto including but not limited to ownership of all Intellectual Property rights,
not expressly granted to Customer (collectively, “Darktrace Intellectual Property”). Customer agrees to inform Darktrace
promptly of any infringement or other improper action with respect to Darktrace Intellectual Property that comes to
Customer’s attention.

WARRANTIES

Hardware Warranty. Darktrace warrants to Customer that during the three (3) year period following the delivery of the
Products, the Hardware will perform materially in accordance with the applicable Documentation.

Software Warranty. Darktrace warrants to Customer that during a period of ninety (90) days from the delivery of the
Products, the Software will perform materially in accordance with the applicable Documentation.

Services Warranty. Darktrace warrants to the Customer that all Services will be performed with all reasonable care, skill
and diligence in accordance with generally recognised commercial practices and standards.

Exceptions. The warranties contained in Clause 9.1 “Hardware Warranty” and Clause 9.2 “Software Warranty” of this
Agreement will not apply if: (i) Customer’s use of the Offering is not in accordance with this Agreement; (ii) Customer fails
to follow Darktrace’s environmental, installation, operation or maintenance instructions or procedures in the
Documentation; (iii) such Products have been subject to Customer’s (or its agent’s) abuse, negligence, improper storage,
servicing or operation of the Products (including without limitation use with incompatible equipment), reasonable wear
and tear excepted; (iv) the Products have been modified, repaired or improperly installed other than by Darktrace or any
contractor or subcontractor of Darktrace; (v) Customer (or its agent) has failed to implement, or to allow Darktrace or its
agents to implement, any corrections or modifications to the Products made available to Customer by Darktrace; or (vi)
Customer (or its agent) has combined the Products with other software, services, or products that are not provided by
Darktrace or not otherwise specified in the Documentation, and, but for such combination, the breach of warranty would
have been avoided.

Remedies. If during the applicable warranty period contained in Clause 9.1 “Hardware Warranty” or Clause 9.2 “Software
Warranty”: (i) Darktrace is notified promptly in writing upon discovery of an error in any of the Products, including a detailed
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10.

10.1.

10.2.

10.3.

description of such alleged error; and (ii) Darktrace’s inspections and tests determine that the Products contain errors and
have not been subject to any of the conditions set forth in Clause 9.4, then, as Darktrace’s entire liability and Customer’s
sole remedy for such breach of warranty, Darktrace will (at Darktrace’s option and sole expense) correct, repair or replace
the Products within a reasonable time or provide or authorise a refund of the Fees Customer has paid for the Offering
following the return of the Products to Darktrace and the Agreement will terminate. Any items provided as replacement
under the terms of the applicable warranty will be warranted for the remainder of such original warranty period. Darktrace
will pay for, and will bear all risk of loss of or damage to, the return shipment of the Products to Darktrace and the shipment
of repaired or replaced Products to Customer. Customer agrees to provide prompt notice of any failure under Clause 9.3
“Services Warranty” and Darktrace will re-perform any Service that fails to meet the warranted standard.

DISCLAIMER. EXCEPT FOR THE EXPRESS WARRANTIES SET FORTH IN THIS AGREEMENT, NEITHER DARKTRACE NOR ANY OF

ITS THIRD PARTY LICENSORS OR SUPPLIERS MAKE ANY WARRANTIES, CONDITIONS, UNDERTAKINGS OR REPRESENTATIONS
OF ANY KIND, EITHER EXPRESS OR IMPLIED, STATUTORY OR OTHERWISE IN RELATION TO ANY SUBJECT MATTER OF THIS
AGREEMENT, INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT OR ARISING FROM COURSE OF
PERFORMANCE, DEALING, USAGE OR TRADE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO A PARTY AND SUCH PARTY MAY HAVE OTHER LEGAL RIGHTS
THAT VARY FROM STATE TO STATE OR BY JURISDICTIONS. DARKTRACE DOES NOT WARRANT THAT THE OPERATION OF THE
OFFERING WILL BE ERROR-FREE OR UNINTERRUPTED.

INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT INDEMNITY.

Darktrace Indemnity. Darktrace will indemnify and defend Customer, Customer’s Affiliates, and their respective officers,
directors, employees, agents and representatives (and any successors and assigns of the foregoing) (collectively, the
“Customer Indemnitees”) against all liabilities, damages, and costs (including settlement costs and reasonable attorneys’
fees) arising out of a third party claim that the Software provided or made available by Darktrace under this Agreement (or
any portion thereof), or its receipt, possession or use by any Customer Indemnitee, infringes a European or U.S. patent or
any copyright, or misappropriates any third party trade secrets. The indemnification obligations of Darktrace will be subject
to the Customer: (i) notifying Darktrace in writing within twenty (20) days of receiving notice of any threat or claim of such
action; (ii) giving Darktrace exclusive control and authority over the defence or settlement of such action (provided that:
(A) any settlement will not entail an admission of fault or guilt by any Customer Indemnitee; and (B) the settlement includes,
as an unconditional term, the claimant’s or the plaintiff's release of the Customer Indemnitees from all liability in respect
of the claim); (iii) not entering into any settlement or compromise of any such action without Darktrace’s prior written
consent; and (iv) providing reasonable assistance requested by Darktrace at Darktrace’s expense. The Customer may join
in the defence with its own counsel at its own expense. The Customer will be obliged to mitigate its losses insofar as is
reasonable in the circumstances.

Exclusions. The obligations set forth in Clause 10.1 do not apply to the extent that a third party claim is caused by, or results
from: (a) Customer’s combination or use of the Software that is the subject of the claim with other software, services, or
products that are not provided or authorized by Darktrace in writing, if the claim would have been avoided by the non-
combined or independent use of the Software that is the subject of the claim; (b) modification of the Software that is the
subject of the claim by anyone other than Darktrace or any contractor or subcontractor of Darktrace, if the third party claim
would have been avoided by use of the unmodified Offering or other intellectual property that is the subject of the claim;
(c) Customer’s continued allegedly infringing activity after being notified thereof and being provided with modifications
that would have avoided the alleged infringement (which in implementing such modifications, Darktrace will use
commercially reasonable efforts to have substantially preserve the utility and functionality of the Offering or other
intellectual property that is the subject of the claim); (d) Customer’s use of the Software that is the subject of the claim in
a manner not in accordance with this Agreement or the Documentation; or (e) use of other than Darktrace’s most current
release of the Software that is the subject of the claim if the third party claim would have been avoided by use of the most
current release or revision release or revision.

Remedies. If Darktrace reasonably believes the Software infringes a third party’s Intellectual Property Rights, then Darktrace
will, at its option and at no additional cost to Customer: (a) procure for Customer the right to continue to use the Software;
(b) replace the Software; or (c) modify the Software to avoid the alleged infringement. If none of the options in the previous
sentence are commercially reasonable, Darktrace may terminate the license for the allegedly infringing Software and refund
a pro rata refund of the Fees paid by Customer through the date a third party claim occurs for the allegedly infringing
Software, whereupon this Agreement will automatically terminate.
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12,

12.1.

12.2.

12.3.

THIS CLAUSE 101S A COMPLETE STATEMENT OF THE CUSTOMER’S REMEDIES FOR THIRD PARTY CLAIMS FOR INFRINGEMENT
AS DESCRIBED IN CLAUSE 10.1.

CUSTOMER DATA; CUSTOMER UNDERTAKINGS AND INDEMNITY.

Customer Data; License Grant. Customer will own all right, title and interest in and to the Customer Data and, for the
avoidance of doubt, to the extent such Customer Data is included in a Report, the actual content of such Report. For any
Customer Data stored by the Software, to the extent required to provide the Services, Customer grants to Darktrace a
limited, and non-exclusive license to access and use the Customer Data only to the extent necessary for Darktrace to
perform the Services. In the event that Darktrace needs to access the Customer Data to provide Reports or to respond to
any technical problems, queries, or requests from Customer, Customer will ensure that (subject to Darktrace’s compliance
with the confidentiality, data protections and other requirements in this Agreement), Darktrace is permitted to do so in
accordance with applicable laws, regulations and international accords, treaties, or accords including without limitation
applicable Data Privacy Laws. Customer is solely responsible for its use of the Offering and the activities of its users and for
the accuracy, integrity, legality, reliability, and appropriateness of all Customer Data. For the avoidance of doubt, Darktrace
and its Affiliates do not provide backup services for Customer Data, and Darktrace and its Affiliates may without notice
delete any Customer Data that may remain in its/their possession or control. Customer agrees Darktrace may utilise the
details of any cyber-related threats occurring in Customer’s network to develop the Offering, including intelligence gathered
from the Darkteace Innoculation feature, provided that Darktrace ensures that any Customer Confidential Information is
removed and Darktrace’s use of such information does not in any way identify Customer or its users as the source
Customer’s use of Darktrace Inoculation feature is governed by this Agreement and the relevant Documentation.

Customer Security Obligations. In using the Offering or authorising its Outsource Provider and third parties to use it on
Customer’s behalf, Customer (and not Darktrace) will be responsible for establishing, monitoring, and implementing
security practices to control the physical access to and use of the Offering and all Customer Data therein, including
Regulated Data.

DATA DISCLAIMER; INDEMNITY. CUSTOMER EXPRESSLY RECOGNISES THAT DARKTRACE DOES NOT CREATE OR ENDORSE
ANY CUSTOMER DATA PROCESSED BY OR USED IN CONJUNCTION WITH THE OFFERING PROVIDED HEREUNDER. CUSTOMER
FURTHER ACKNOWLEDGES AND UNDERTAKES THAT IT SHALL BE SOLELY RESPONSIBLE FOR BACKUP OF ALL CUSTOMER
DATA. Customer will, at Customer’s own expense, indemnify, defend and hold Darktrace, its Affiliates, and their respective
officers, directors, employees, agents and representatives (“Darktrace Indemnitees”) harmless from and against all
liabilities, damages, and costs, including settlement costs and reasonable attorneys’ fees, incurred by reason of Darktrace's
compliance with the instructions of Customer with respect to the ownership, custody, processing or disposition of the
Customer Data by Darktrace, as applicable.

LIMITATION OF LIABILITY.

LIMITATION OF LIABILITY. SUBJECT TO THE SUB-CLAUSES OF THIS CLAUSE 12, EACH PARTY’S MAXIMUM LIABILITY TO THE
OTHER PARTY FOR ANY AND ALL LOSS OR DAMAGE, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), BREACH OF
STATUTORY DUTY, OR OTHERWISE, FOR ANY REASON ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT SHALL
NOT EXCEED, IN THE AGGREGATE, THE TOTAL AMOUNT OF ALL FEES PAID OR PAYABLE TO DARKTRACE FOR THE OFFERING
DURING THE THEN-APPLICABLE TERM, EXCEPT THAT IN RESPECT OF: (1) A BREACH BY EITHER PARTY OF CLAUSE 14
“CONFIDENTIALITY; DATA SECURITY”; OR (Il) SUBJECT ALWAYS TO CLAUSES 10.2 THROUGH 10.4, DARKTRACE’S
OBLIGATIONS TO INDEMNIFY CUSTOMER IN CLAUSE 10.1 “DARKTRACE INDEMNITY”; SUCH LIABILITY SHALL NOT EXCEED,
IN THE AGGREGATE, THE GREATER OF (A) THREE TIMES (3X) TOTAL FEES PAID OR PAYABLE TO DARKTRACE FOR THE
OFFERING DURING THE THEN-APPLICABLE TERM OR (B) TWO HUNDRED AND FIFTY THOUSAND POUNDS STERLING
(£250,000).

EXCLUSION OF CONSEQUENTIAL DAMAGES. TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW, NEITHER PARTY
SHALL BE LIABLE TO THE OTHER IN TORT (INCLUDING NEGLIGENCE), BREACH OF CONTRACT, BREACH OF STATUTORY DUTY
OR OTHERWISE DUE TO, UNDER OR ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT IF AND TO THE EXTENT
THAT THE LOSS OR DAMAGE IN RESPECT OF WHICH SUCH LIABILITY ARISES OR IS CLAIMED TO ARISE FALLS WITHIN ANY OF
THE FOLLOWING CATEGORIES: LOSS OF PROFITS; LOSS OF REVENUE OR BUSINESS; LOSS OF GOODWILL OR REPUTATION;
LOSS OF OR CORRUPTION OR DAMAGE TO DATA; LOSS OF MANAGEMENT TIME, OR OTHER COMMERCIAL DAMAGES OR
LOSSES, WHETHER OR NOT SUCH PARTY HAD BEEN ADVISED OF THE POSSIBILITY OF SUCH LOSS, CORRUPTION OR DAMAGE.

Exclusions from Limitation of Liability. Nothing will exclude or limit either Party’s liability for death or personal injury arising
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13.1

13.2.

13.3.

13.4.

13.5.

13.6.

14,

14.1.

from that Party’s wilful misconduct or gross negligence, liability arising from a Party’s fraudulent misrepresentation, Data
Disclaimer and Indemnity, violations of a Party’s Intellectual Property Rights, or for any other matter in respect of which
liability cannot lawfully be limited or excluded.

TERM; TERMINATION.

. License Term. This Agreement is effective from the Effective Date and will remain in force until: (i) expiry of the Evaluation

Period in accordance with Clause 2.1 above (if applicable), or (ii) the end of the Term specified in a Product Order Form, or
(iii) upon renewal of the Term, the expiry date of Customer’s renewed Term as set out in a subsequent executed Product
Order Form, or (iv) terminated in accordance with this Clause 13 (as applicable, the “Term”).

Expiration of the Term. Notwithstanding any provision of this Clause 13, Customer’s right to use, and Customer’s access to,
the Product will automatically terminate on expiry of the Term unless and until Customer renews or extends the Term for
the Product.

Termination for Breach. Either Party may terminate this Agreement if: (i) the other Party is in material breach of the
Agreement and fails to cure such breach within thirty (30) days after receipt of written notice; or (ii) the other Party ceases
its business operations or becomes subject to insolvency proceedings, which proceedings are not dismissed within thirty
(30) days.

Termination or Suspension by Darktrace. Without prejudice to any other right or remedy available to Darktrace:

13.4.1. In addition to a termination under Clause 13.1, Darktrace may terminate, suspend or Customer’s license grant or use
of the Offering without liability if a court or other governmental authority issues an order prohibiting Darktrace from
furnishing the Offering to Customer. Customer’s obligation to pay Fees during any period of suspension under this
Clause 13.4.1 will also be suspended. In the event the Offering is suspended pursuant to this Clause 13.4.1, then
provided it is lawful to do so, Darktrace will inform Customer of the reasons for the suspension and will work with
Customer to resolve such issues and re-instate the Offering.

13.4.2. Additionally, Darktrace may terminate, suspend or limit Customer’s license grant or use of the Offering without
liability if Darktrace provides Customer with written notice that it has a reasonable suspicion that Customer is using
the Offering: (i) in breach of Clause 5.2 or Clause 5.3; or (ii) in a manner that is otherwise unlawful, and Customer
does not cure the condition identified in such notice within five (5) business days.

Effect of Termination. Upon termination in accordance with the above, and in addition to Clause 2.2: (i) the Term and all
other rights and licenses granted by one Party to the other, or any services provided by Darktrace to Customer, will cease
immediately; (ii) upon request, each Party will promptly return or destroy all Confidential Information (including Software)
of the other Party; provided, however, that such Party will not be obligated to return or destroy such Confidential
Information that is stored on its automated backup systems until the same would be destroyed according to such Party’s
normal document retention schedule or such information that must be retained for compliance with applicable laws, rules
or regulations until the obligation to retain such information has lapsed; provided further that all information so retained
will be subject to the provisions of Clause 14 (Confidentiality, Data Security) until the same is returned or destroyed; (iii) all
undisputed Fees owing by a Party to the other Party at the date on which termination takes effect will become due and
payable; and (iv) Customer must immediately permanently destroy media containing the Software and Darktrace will be
allowed, after providing Customer reasonable advance written notice, limited entry to the Customer’s site as necessary to
access the Products (or allowed remote access to the Products), to remove or disable the Software, subject to Customer’s
applicable policies and procedures. If the Agreement terminates, all Product Order Forms will co-terminate.

Survival. The following provisions will survive any termination of this Agreement: Clause 2 “Evaluations, Technical Previews,
Beta Testing and Free Tools”; Clause 5 “License Grant For the Software & Restrictions”; Clause 8 “Intellectual Property;
Ownership”; Clause 9.6 “Disclaimer of Warranties”; Clause 10 “Intellectual Property Rights Infringement Indemnity”; Clause
11.3“Data Disclaimer Indemnity”; Clause 12 “Limitation of Liability”; Clause 13.5 “Effect of Termination”; Clause 13.6
“Survival”; Clause 14 “Confidentiality; Data Security”; Clause 15 “General Provisions.

CONFIDENTIALITY; DATA SECURITY.

Information exchanged under this Agreement will be treated as confidential if identified as such at disclosure or if the
subject matter or circumstances of disclosure would reasonably indicate such treatment and will include, without limitation,
the Customer Data and Regulated Data (“Confidential Information”). Confidential Information may only be used for the
purpose of fulfilling obligations or exercising rights under this Agreement, and shared with employees, agents or contractors
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14.2.

15.

15.1.

15.2.

15.3.

with a need to know such information to support such purpose. Each Party will procure that any of its employees, agents
or contractors to whom Confidential Information is disclosed are bound by contractual obligations equivalent to those in
this Clause 14.1. Confidential Information will be protected using a reasonable degree of care to prevent unauthorised use
or disclosure for five (5) years from the date of receipt or (if longer) for such period as the information remains confidential.
These obligations do not cover information that: (i) was known or becomes known to the receiving Party without obligation
of confidentiality, provided that (A) such receiving Party has no knowledge that such information is subject to a
confidentiality agreement; and (B) such information is not of a type or character that a reasonable person would have
regarded it as confidential; (i) is independently developed by the receiving Party without violating the disclosing Party’s
rights; (iii) is or becomes publicly known other than through unauthorised disclosure by or through a Party; (iv) is disclosed
by the owner of such information to a third party free of any obligation of confidentiality; or (v) where disclosure is required
by law or a governmental agency provided that, it is lawful to do so, the receiving Party will notify the disclosing Party of
the request giving it reasonable opportunity to respond, and cooperate with the disclosing Party’s reasonable, lawful efforts
to resist, limit or delay disclosure at the disclosing Party’s expense, and provided that except for making such required
disclosure, such information will otherwise continue to be Confidential Information. Additionally, without limiting
Customer’s obligation to maintain the confidentiality of Darktrace’s Intellectual Property, these obligations do not require
Customer to treat as Confidential Information a Report or any other information specifically about Customer’s Data or
Customer network systems, including any threats thereto or analysis thereof.

The Parties acknowledge that the Offering may be used to process information regulated by applicable privacy or data
protection laws. Solely to the extent relevant to Darktrace’s provision of Services, Darktrace will act only on the instructions
of Customer in processing any Regulated Data as a data processor. Customer hereby instructs Darktrace to take such steps
in the processing of Regulated Data as are reasonably necessary to the performance of Darktrace’s obligations under this
Agreement, and agrees that such instructions constitute its full and complete instructions as to the means by which
Regulated Data will be processed by Darktrace. Each Party agrees that it will comply with the Data Privacy Laws in exercising
its rights and performing its obligations under this Agreement and Darktrace further agrees that it will comply with the Data
Processing Agreement as set forth in Appendix 2 of this Agreement.

GENERAL PROVISIONS.

Entire Agreement; Integration.

15.1.1. This Agreement, the appendices and any documents referenced herein, represent the entire agreement between
the Parties on the subject matter hereof and supersedes all prior discussions, agreements and understandings of
every kind and nature between the Parties and excludes, without limitation, any terms appearing on a purchase
order, invoice or other Customer paperwork or any other terms (in each case whether by way of conduct or
otherwise). No modification of this Agreement will be effective unless in writing and signed by both Parties. Each
Party acknowledges and agrees that, in connection with the Agreement, it has not been induced to enter into the
Agreement in reliance upon, and does not have any remedy in respect of, any representation or other promise of
any nature other than as expressly set out in this Agreement. Each Party signing this Agreement acknowledges that
it has had opportunity to review this Agreement with legal counsel of its choice, and there will be no presumption
that ambiguities will be construed or interpreted against the drafter.

15.1.2. Unless otherwise specifically agreed to in a writing signed by each of the Parties, in the event of any conflict or
inconsistency between this Agreement, an appendix hereto, any Product Order Form issued hereunder, and or any
document incorporated by reference, the order of precedence of the documents from highest to lowest is the
Product Order Form, this Agreement, any appendix hereto and the documents incorporated by reference.

Severability. The illegality or unenforceability of any provision of this Agreement will not affect the validity and
enforceability of any legal and enforceable provisions hereof.

Force Majeure. Neither Party will be liable for any failure or delay in performing services or any other obligation under
this Agreement, nor for any damages suffered by the other or a Customer by reason of such failure or delay, which is,
indirectly or directly, caused by an event beyond such Party’s reasonable control, riots, natural catastrophes, terrorist
acts, governmental intervention, refusal of licenses by the government or other government agencies, or other acts of
God (each, a “Force Majeure Event”), and such non-performance, hindrance or delay could not have been avoided by the
non-performing Party through commercially reasonable precautions, and cannot be overcome by the non-performing
Party through commercially reasonable substitute services, alternate sources, workarounds or other means. During the
continuation of a Force Majeure Event, the non-performing Party will use commercially reasonable efforts to overcome

V20 08.18 MCA SHRINKWRAP 9



15.4.

15.5.

15.6.

15.7.

15.8.

15.9.

15.10.

15.11.

15.12.

the Force Majeure Event, and to the extent it is able, continue to perform its obligations under the Agreement.

Notices. Any notice will be delivered by hand or sent by recorded delivery, registered post or registered airmail and
satisfactory proof of such delivery must be retained by the sender. All notices will only become effective on actual receipt.
Any notices required to be given in writing to Darktrace or any questions concerning this Agreement should be addressed
to: Attn: Legal Department, Darktrace Limited, Platinum Building, Cowley Road, Cambridge, CB4 0DS, United Kingdom.

Rights of Third Parties. The provisions of this Agreement concerning restrictions on usage of the Offering and protection
of Intellectual Property Rights are for the benefit of and may be enforced by each of Darktrace and any Darktrace affiliate.
Except for the foregoing sentence, or as otherwise expressly set out in the Agreement, this Agreement does not create
any rights for any person who is not a party to it and no person who is not a party to this Agreement may enforce any of
its terms or rely on any exclusion or limitation contained herein.

Audit. Customer will permit Darktrace or an independent certified accountant appointed by Darktrace access, on written
notice, to Customer’s premises and Customer’s books of account and records at any time during normal business hours
for the purpose of inspecting, auditing, verifying or monitoring the manner and performance of Customer’s obligations
under this Agreement. Darktrace will not be able to exercise this right more than twice in each calendar year.

Independent Contractors. The Parties are independent contractors. Nothing in this Agreement will be construed to create
a partnership, joint venture, or agency relationship between the Parties.

Assignment. This Agreement may not be assigned by either Party without the written consent of the other Party, which
will not be unreasonably withheld, conditioned or delayed. Notwithstanding the foregoing, consent of the other Party
will not be required for a transfer to an Affiliate of a Party or if a Party undertakes an initial public offering, a sale of all or
substantially all of its shares or assigns all or substantially all of its business and assets to another entity that is not a direct
competitor of the non-assigning Party. Any attempt to assign this Agreement in violation of the foregoing will be null and
void. This Agreement binds the Parties, their respective Affiliates, successors and permitted assigns.

Governing Law. In the event the Darktrace subsidiary entity from which Customer has purchased the Products is located
in: (a) the United States of America, Canada, or Latin America, this Agreement will be governed by and construed in
accordance with the laws of the State of California and the state and federal courts located in the City of San Francisco,
California will have exclusive jurisdiction to determine any disputes, which may arise out of, under, or in connection with
this Agreement; and (b) any other country, this Agreement will be governed by and construed in accordance with the laws
of England and Wales and the courts of England and Wales will have exclusive jurisdiction to determine any disputes,
which may arise out of, under, or in connection with this Agreement, however, Darktrace or its Affiliate may, bring suit
for payment in the country where the Customer Affiliate that placed the Product Order Form is located. Customer and
Darktrace agree that the United Nations Convention on Contracts for the International Sale of Goods will not apply.

Export Restrictions. The Offering provided under these terms is for Customer’s internal use and not for further
commercialisation. The Customer acknowledges that the Offering may be classified and controlled as encryption items
under the United Kingdom’s Export Regulations and other national regulations. Each Party will comply with all applicable
laws regarding export-controlled items, and will not export, re-export or import, directly or indirectly, any export-
controlled items, or any direct product of them, nor undertake any transaction hereunder in violation of any applicable
export laws; provided that it will be for the disclosing Party’s account to provide to the other Party all the necessary
information regarding any export restrictions imposed on such information and identify such data using appropriate
restrictive legends.

ITAR. Customer understands that employees of Darktrace and/or its suppliers may have access to native data to perform
the Support Services herein and represents that none of this data requires protection from access by foreign persons
because it contains technical information regarding defence articles or defence services within the meaning of the United
States International Traffic in Arms Regulations (22 CFR § 120) or technical data within the meaning of the United States
Export Administration Regulations (15 CFR §§ 730 - 774). If any of this data does contain any such information, Customer
will either lock down access to any such data and/or identify any folders containing such data as export controlled
information and acknowledges that special service rates may apply thereto.

Government End-User Notice (applicable to United States government customers only). The Offering is commercial within
the meaning of the applicable civilian and military Federal acquisition regulations and any supplements thereto. If the
user of the Products is an agency, department, employee, or other entity of the United States Government, the use,
duplication, reproduction, release, modification, disclosure, or transfer of the Products, including technical data or
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manuals, is governed by the terms, conditions and covenants contained in the Darktrace standard commercial license
agreement, as contained herein.

15.13. Waiver. Each Party agrees that the failure of the other Party at any time to require performance by such Party of any of
the provisions herein will not operate as a waiver of the rights of such Party to request strict performance of the same or
like provisions, or any other provisions hereof, at a later time.

15.14. Headings. All headings used herein are for convenience of reference only and will not in any way affect the interpretation
of this Agreement.

15.15. Equitable Remedies. The Parties agree that with respect to a breach by a Party of Clauses 5, 8 or 14 monetary damages
may not be an adequate or sufficient remedy for a breach of this Agreement. Therefore, in addition to any applicable
monetary damages, a Party will also be entitled to apply for injunctive relief and other equitable relief to prevent breaches
of the Agreement.

[the remainder of this page is intentionally left blank]
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Appendix 1 - Definitions
1. DEFINITIONS:

1.1. DefinedTerms. Terms defined in this Appendix 1 will have the meanings given below. Defined terms may be used in the singular
or plural depending on the context.

“Affiliate” means any corporation or other business entity that directly or indirectly controls, is controlled by or is under
common control with a Party. Control means direct or indirect ownership of or other beneficial interest in fifty percent (50%)
or more of the voting stock, other vesting interest, or income of a corporation or other business entity;

“Alerts” means features of the Software which generates alerts of suspected malicious activity on a Customer’s network;
“Call Home” means the secure and encrypted channel which connects the Products to Darktrace central management;

“Confidential Information” is as defined in Clause 14 “Confidentiality”;

“Customer Data” means all data and information provided by Customer to, or accessible by, Darktrace under this Agreement
in connection with the performance of the Services (which, for the avoidance of doubt, may include information about
network traffic on Customer’s network (metrics), log/metadata collection, as well as the raw packet capture data from
Customer’s network);

“Data Privacy Laws” means the Data Protection Act 1998, the Privacy and Electronic Communications (EC Directive)
Regulations 2003, from 25 May 2018 the General Data Protection Regulation (Regulation (EU) 2016/679) (“GDPR”), and laws
of similar purpose or effect in any relevant jurisdiction, in each case as amended, updated, re-enacted or replaced from time
to time;

“Documentation” means user manuals for the Products consisting of the applicable installation guides, service descriptions,
technical specifications, and online help files provided by Darktrace or available on Darktrace’s online portal;

“Effective Date” means the Effective Date specified in the applicable Product Order Form;
“Evaluation Period” is as defined in Clause 2.1“Term”;

"Fees" means all applicable fees as set forth in the Product Order Form (payable to Darktrace, or its authorised reseller, as
applicable);

“GDPR” is as defined in “Data Privacy Laws” above;

“GPL Software” means third party software provided by Darktrace on the Hardware to support use of the Software which is
licensed directly to the Customer and the relevant Customer Affiliates by the relevant rights holder on the terms of the version
included or provided with it of the GNU General Public License, GNU Lesser General Public License or other comparable
license.

“Hardware” means any hardware device (including embedded firmware) shipped and installed as part of the Offering;

“Information Security Standards” means Darktrace’s information security code of conduct, as amended from time to time in
Darktrace’s sole discretion and available upon request;

“Inoculation” means an additional feature of Darktrace’s Software allowing Customer to share and receive intelligence about
unique threats across the Darktrace Customer community, as further described in the applicable Documentation.
Inoculation is activated by the Customer opting in to feature withint the Product.

“Installation” is as defined in Clause 6.1;

“Intellectual Property” means patents, trademarks, service marks, rights (registered or unregistered) in any designs,
applications for any of the foregoing, trade or business names, copyright (including rights in computer software) and
topography rights, know-how and other proprietary knowledge and information, internet domain names, rights protecting
goodwill and reputation, database rights (including rights of extraction) and all rights and forms of protection of a similar
nature to any of the foregoing or having equivalent effect anywhere in the world and all rights under licenses and consents
in respect of any of the rights and forms of protection mentioned in this definition (and “Intellectual Property Rights” will be
construed accordingly);

“Offering” means collectively the Darktrace Products, Support Services and the Documentation, as more fully described on the
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1.2.

Product Order Form;

“Open Source Software” means third party software that Darktrace distributes with the Software pursuant to a license that
requires, as a condition of use, modification or distribution of such software, that the software or other software combined
and/or distributed with it be (i) disclosed or distributed in source code form; (ii) licensed for the purpose of making derivative
works; (iii) redistributable at no charge; or (iv) redistributable but subject to other limitations;

“Product Order Form” has the meaning set forth in the introductory paragraphs;

“Products” means the Software, or Software combined with Hardware, as more fully described on the Product Order Form;

“Regulated Data” means, generally, information relating to an identified or identifiable natural person, or other regulated
data types, as defined by applicable Data Privacy Laws;

“Reports” means Threat Intelligence Reports as more fully described in the Support Services Data Sheet;

“Support Service Options”means the optional services, if any, specified in an applicable Product Order Form and described in
the Support Services Data Sheet;

“Site(s)” means the Customer’s business location or its datacentre at the locations described in a Product Order Form;

“Software” means the Darktrace or its licensor’s proprietary software (in object code form) delivered to Customer as part of the
Offering or on a standalone basis, together with all enhancements, error corrections, and/or updates which are generally
made available by Darktrace as part of the Offering. The GPL Software does not form part of the Software and is licensed
to Customer and the Customer Affiliates directly on the terms of the applicable licenses, provided that the GPL Software will
nevertheless be deemed to form part of the Software for the purposes of the Support Services, such that Darktrace supports
it as if it were part of the Software;

“Support Services” means the Standard Support Services together with any Service Options provided as part of the Offering as
described in a Product Order Form (if applicable) and as set out in the Darktrace Support Services Data Sheet;

“Support Services Data Sheet” means the Documentation describing the terms of the Support Servics.

“Term” is as defined in Clause 13.1;

“Third Party Licensors” means the suppliers of the Third Party Software to Darktrace; and

“Third Party Software” means (i) any software or other technology that is licensed to Darktrace from Third Party Licensors
which is not proprietary to Darktrace, but which Darktrace has the necessary rights to license to Customer; and (ii) Open
Source Software.

Construction. In this Agreement (except where the context otherwise requires):

1.2.1. any reference to a clause or schedule is to the relevant clause or schedule of or to this Agreement and any reference
to a paragraph is to the relevant paragraph of the clause or schedule in which it appears;

1.2.2. theindexand clause headings are included for convenience only and will not affect the interpretation of this Agreement;
1.2.3. use of the singular will include the plural and vice versa;
1.2.4. use of any gender will include the other gender;

1.2.5. any reference to persons includes natural persons, firms, partnerships, companies, corporations, associations,
organisations, governments, states, foundations and trust (in each case whether or not having separate legal
personality);

»n o« »n o

1.2.6. any phrase introduced by the terms “including”, “include”, “in particular” or any similar expression will be construed as
illustrative and will not limit the sense of the words preceding those terms;

1.2.7. any reference to any other document is a reference to that other document as amended, varied, supplemented, or
novated (in each case, other than in breach of the provisions of this Agreement) at any time.
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Appendix 2: Data Protection Agreement

DATA PROCESSING AGREEMENT

1. SUBJECT MATTER OF THE DATA PROCESSING AGREEMENT

1.1

This Data Processing Agreement (“DPA”) forms a part of and is subject to the terms and conditions of the Darktrace
Master Customer Agreement (“Agreement”).

1.2 The Parties acknowledge that the Offering may be used to process information regulated by applicable privacy or
data protection laws.

1.3 Customer will be the Data Controller and Darktrace will be the Data Processor as defined under the Data Privacy
Laws.

1.4 The aim of this Agreement is to affirm the Parties’ intention to govern the processing of Regulated Data and/or the
inspection or maintenance of automated processes or data processing systems by the Processor for and on behalf
of the Controller, according to the Controller’s instructions.

1.5 This DPA is an Appendix to the Agreement.

2. DEFINITIONS. For the purposes of this DPA, the terms defined in this Appendix shall have the meanings as set forth in the

Agreement. Any terms not specifically defined by this DPA or the Agreement shall have the meaning given by the Data
Privacy Laws.

3. COMPLIANCE WITH DATA PRIVACY LAWS

3.1

3.2

Each Party agrees that it shall comply with the Data Privacy Laws in exercising its rights and performing its
obligations under this Agreement.

In case of any discrepancies between the national data protection legislation and GDPR after 25 May 2018 GDPR
shall prevail.

4. NATURE AND PURPOSE OF PROCESSING REGULATED DATA

4.1

4.2

For the purpose of fulfilling the subject-matter of the Agreement, Darktrace processes the Customer Regulated
Data in the following ways.

4.1.1 View of the Darktrace Enterprise Imnmune System through Call Home or screen share;

4.1.2 Access to the Darktrace Enterprise Immune System for Support Services in accordance with the data sheet;
and/or

4.1.3 Transmission via Call Home for the purposes of providing Threat Intelligence Reports in accordance with
the data sheet.

Darktrace may process the Regulated Data for the Services stated in the Product Order Form.

5. TYPES AND CATEGORIES OF REGULATED DATA

5.1

Categories of Data Subjects. Customer may have the following Data Subject categories for the nature and purpose
of processing in accordance with Clause 4.1 above. Such categories below may be the Customer or any Affiliates
of Customer.

5.1.1 Employees including volunteers, agents, temporary workers, independent contractors;
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5.1.2  Contractors

5.1.3  Customer clients, prospects

5.1.4  Suppliers, vendors

5.1.5  Advisors, consultants and other professional experts
5.1.6  Customer officers, directors

5.2 Types of Regulated Data. Such types of Regulated Data may include the following:

5.2.1  IP addresses

5.2.2 Host names

5.2.3  File names

5.2.4  Email addresses

5.2.5 And any other categories of Regulated Data that may be contained in the Customer’s network.

6. RIGHTS AND OBLIGATIONS OF THE CONTROLLER
6.1 Customer hereby instructs Processor to take such steps in the processing of Regulated Data as are reasonably

necessary to the performance of Darktrace’s obligations under this Agreement, and agrees that such instructions
constitute its full and complete instructions as to the means by which Regulated Data shall be processed by

Darktrace.
7. RIGHTS AND OBLIGATIONS OF THE PROCESSOR
7.1 Darktrace shall not use Regulated Data save for the purposes of delivering the Offering and Services as instructed

by this Agreement and in accordance with the documented instructions of Customer.

7.2 Darktrace shall immediately inform Customer if, in Darktrace’s reasonable opinion, an instruction from Customer
infringes Data Privacy Laws.

7.3 if the Customer is based in the European Union, not transfer Regulated Data outside the European Economic Area
without the prior written consent of Customer and not without procuring provision of adequate safeguards (as
defined by the European Commission from time to time);

7.4 Darktrace shall take reasonable steps to ensure the reliability of its agents and employees who have access to any
Regulated Data.

8. SECURITY

8.1 Taking into account the nature, scope, context and purposes of processing, Darktrace shall take, implement
and maintain appropriate administrative, physical, technical and organisational measures to protect any
Regulated Data accessed or processed by it against unauthorised or unlawful processing or accidental loss,
destruction, damage or disclosure to the which are at least equal to the most stringent of the following:

8.1.1 those set out in Darktrace’s Information Security Standards, and

8.1.2  the highest standard required by law or regulation applicable to Darktrace; ensure, having regard to
the state of art (including technological development) and the cost of implementing such measures
and the nature, scope, context and purposes of processing as well as the severity of the risk to the
rights and freedoms of natural persons;

8.2 Darktrace shall procure that such measures ensure a level of security appropriate to: (a) the harm that might
result from such unauthorised or unlawful processing or accidental loss, destruction, disclosure, access or
damage; and (b) the nature of the data to be protected.
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10.

11.

8.3

In the event that Darktrace suffers a breach of security (which for the avoidance of doubt shall include, without
limitation, any breach of Darktrace’s obligations under this DPA and/or any loss, destruction, damage of, or
compromise to, any Customer Data in Darktrace’s possession or control), inform the Customer immediately upon
learning of the same and reasonably cooperate with the Customer in respect of the measures that should be
taken in response.

SUBPROCESSORS AND SUBCONTRACTORS

9.1

9.2

9.3

Darktrace does not use subcontractors processing Regulated Data. Darktrace shall not engage a subcontractor
without the general written authorisation of the Customer.

In the event that Darktrace utlizes any subscontractors, Darktrace shall procure that any of its subcontractors who
process Regulated Data enter into a data processing agreement ensuring that the subcontractor shall abide by
data protection requirements no less stringent than in this DPA.

Darktrace shall be fully liable for any breach by the subcontractor of any data protection obligations set out
in this Clause.

ASSISTANCE WHEN HANDLING REQUESTS FROM DATA SUBIJECTS

10.1

Darktrace will provide reasonable support to Customer in complying with any legally mandated request for access
to or correction of any Regulated Data by any individual, or access or demand made by any court or governmental
authority responsible for enforcing privacy or data protection laws, and where such request or demand is submitted
to Darktrace, promptly notify the Customer of it.

RETURN/DESTRUCTION OF PERSONAL DATA

111

Upon termination of this Agreement, Darktrace shall delete or return all such Regulated Data in accordance with
the Customer’s written instructions.

[End of Data Processing Agreement]
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DARKTRACE SUPPORT SERVICES

Support Services Overview

Overview

Darktrace provides remote assistance support for the Darktrace Products. In addition to the Standard
Support Services provided to all Customers, Customers have the flexibility to choose between
different Support Service Options listed below to address Customer’s specific needs.

Capitalised terms used, but not defined, herein will have the meanings ascribed to such terms in the
Darktrace Master Customer Agreement or Product Order Form(s), as applicable, each between the
Customer and Darktrace, and in the event of any conflict between the terms of this Support Services
Data Sheet and such Master Customer Agreement or Product Order Form, as applicable, the terms of
such Master Customer Agreement or Product Order Form, as applicable, will control.

Standard Support
Services

Darktrace provides all Customers with the following Standard Support Services:
e Helpdesk

e Software Updates

e Hardware Support

Health Checks and System Diagnostics (requires Call Home to be active)

Support Service Options

Not all Service Options are available on all Products. The Support Service Options the Customer has
chosen (if any) will be specified in Customer’s Product Order Form and include:

e Askthe Expert
®  Threat Intelligence Reports (TIRs)

® 24/7 Proactive Threat Notification
Call Home is required for Threat Intelligence Reports and 24/7 Proactive Threat Notification

The availability of Support Services, including specific Support Services Options, may be subject to geographic limitations which vary
across jurisdictions. Availability of Support Services must be checked at the time of purchase.

Specifications Standard Support Services

Helpdesk

Telephone Hotline Support. Darktrace provides telephone assistance from its technical support personnel
during the Coverage Window . Telephone support will be available in the English language. The Telephone
Hotline Support numbers are available on the Customer Portal or otherwise available on request.

Customer Portal. Darktrace will provide support from its technical support personnel during the coverage
hours. Support requests will be raised and responded to through the Customer Portal. Customer Portal
support will be available in the English language.

For instructions on how to raise support tickets and open a support case, Customer should refer to the
Darktrace Support Guide, available on the Customer Portal or otherwise available on request.

For reported problems, Darktrace may initiate and perform remote diagnostics using electronic remote
support tools, where available, to access Customer equipment or other means available to facilitate
remote problem resolution.

Error Correction. Darktrace will use reasonable endeavors to correct verifiable and reproducible errors
based on standard reproducible test case methodology when reported to Darktrace by Customer and
acknowledged by Darktrace. Where a verifiable error exists, i.e., that which constitutes unexpected or
deviant code execution from baseline standard, the error correction, when completed, may be provided
in the form of a software patch and/or a workaround. The Customer acknowledges that not all reported
errors may be corrected. Customer agrees to implement temporary procedures or workarounds
provided by Darktrace (“Temporary Solutions”) while Darktrace works on a permanent solution. If
Customer fails to implement any such Temporary Solutions, resulting in the failure of the Product
Darktrace will have no liability for such failure.

Software Updates

«|

Darktrace will make available to Customer, for no additional charge, a copy of each Update. “Update”
means new releases of the Offering containing error corrections, enhancements, updates which are
made commercially available by Darktrace as part of maintenance and any corrections and updates to
the associated Documentation. If a Customer has Call Home enabled, Updates are delivered
automatically. Otherwise, Updates are available electronically on the Customer Portal.
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DARKTRACE SUPPORT SERVICES

For Customers receiving 24/7 Proactive Threat Notification, updates are compulsory (Customer cannot
opt out) and will be delivered automatically.

Hardware Support
(Return to Base)

Darktrace provides all parts and materials necessary to maintain the Hardware in good operating condition,
including parts and materials subject to submitting a Return to Manufacturer Authorization request
through the Helpdesk, and other than racking, data-feeds and third party products (such as taps and
network aggregators).

Upon discovery of any failure of the Hardware and/or any component parts, Darktrace will ship
replacement Hardware and/or component part(s) which may be an equivalent or a later revision (the
“Advance Replacement Hardware”). While Darktrace will endeavor to ship Advance Replacement
Hardware within a reasonable period, the Customer acknowledges and agrees that transport delays,
import and export requirements, and other factors outside of Darktrace’s control may affect delivery
timescales.

Customer is responsible for performing the following functions prior to return shipping failed Hardware to
Darktrace: a) perform all steps for self-test and trouble-shooting specified in the Hardware operating
manual; b) provide, in writing, the Hardware’s model number, serial number, current failure symptomes,
pertinent failure history and ship-to address (if applicable); c) unless the Darktrace Product will be
delivered and picked up in person by Darktrace, Customer is responsible for packaging the failed Hardware
carefully in the original packaging or Darktrace-provided shipping container, or a shipping container that
prevents it from being damaged while in transit to Darktrace; and d) all parts originally shipped must be
returned, including rails, transceivers and power cables.

Darktrace will not be responsible for maintaining or protecting any configuration settings or data found on
the returned Hardware or component part(s).

Replacement parts provided under Hardware support may be whole unit replacements, or may be new or
functionally equivalent to new in performance and reliability. Replaced parts of Hardware, once returned
to Darktrace, become the property of Darktrace, unless Darktrace agrees otherwise in advance.

Should (i) the Hardware or component parts returned by Customer be deemed not to be defective or ‘no
fault found’, or (ii) a returned Product be missing any Hardware or component parts, or (iii) Customer fail
to return allegedly defective Hardware or any component parts requested by Darktrace within the time
limit required, Darktrace will invoice for, and Customer agrees to pay the cost of, the Hardware and/or
component parts, as applicable.

For components that are discontinued, an upgrade path may be required. Darktrace will work with
Customer to recommend a replacement part.

For the avoidance of doubt, the Support Services do not include replacement of end-of-life Hardware.

Health Check and System
Diagnostics

If Call Home is enabled, Darktrace undertakes regular health checks to ensure the Product is functioning
correctly. The health checks are collected up to every hour, and include but are not limited to the
following types of metrics:

e CPU performance

e Memory utilization

e Appliance load

e Number of unique devices seen on network (numeric value)
e Bandwidth perinterface

e Errors on interface

e Connections per minute

e Disk utilization

¢ Model breach metrics (humeric values)

Additionally, if any diagnostic troubleshooting is required, a Darktrace engineer can run diagnostic tools
via Call Home to assist in determining the cause of any issues.
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DARKTRACE SUPPORT SERVICES

Specifications Support Service Options

Ask the Expert

As a Support Service Option, the Customer may elect in a Product Order Form to receive Ask the Expert. If
selected, Customer can enter ticket requests for assistance from an expert Darktrace cyber analyst (e.g.,
interpretation) up to four times per month with respect to confirmed alerts produced by the Product.
Urgent enquires regarding raised tickets may be followed up by contacting the Support Contact Number
on +44 (0) 808 189 3465 (UK); or +1 646 893 7898 (US).

For instructions on how to raise support tickets and open a support case, Customer should refer to the
Darktrace Support Guide, available on the Customer Portal or otherwise available on request.

In the event, Customer does not have Call Home, Ask the Expert tickets can be raised on the Customer
Portal instead of within the Product.

Threat Intelligence
Reports (TIRs)

As a Support Service Option, the Customer may elect in a Product Order Form to receive period Threat
Intelligence Reports. If elected, Darktrace will provide periodic (i.e., fortnightly, monthly, quarterly, or as
may otherwise be agreed) summaries of the most prominent security incidents of suspected malicious
activity on Customer’s network identified by Darktrace’s cyber analysts .

24/7 Proactive Threat
Notification

As a Support Service Option, the Customer may elect in a Product Order Form to receive 24/7 Proactive
Threat Notifications. If elected, Darktrace will automatically alert Customer’s named operators when a
significant and likely high-impact anomaly is detected by the Software (utilizing Darktrace’s standard
models), which anomaly has been confirmed by a Darktrace cyber analyst.

Assumptions

Duration

Support Services coverage period starts on the Commencement Date of the Offering and continues for
the period of time specified in the applicable Product Order Form. Darktrace will only be liable to provide
Support Services if the Customer is current with its payment of fees to Darktrace..

If Customer does not renew a Support Services term, but continues to access the Support Services,
Darktrace will be entitled to invoice Customer for any period of Support Services provided. If Customer
cancels, but later seeks to reinstate Support Services, Customer will be responsible for the payment of
all back fees in regards to such Support Services.

Call Home

Darktrace Products can be configured to connect to Darktrace’s central management over a secure and
encrypted channel to receive Health Checks, patches and Updates. For certain of the Support Services
Options, the remote analyst support is dependent on the granting of Call Home access for the analysts
to be able to interact with the Product. A Darktrace Product operating Call Home will attempt to establish
a secure SSH channel with the Darktrace central management infrastructure. Each Darktrace installation
will have a unique hostname pre-set in the configuration, resolving to a single Darktrace central
management IP address. To enable Call Home to function, the Darktrace Product must be permitted to
contact the four Darktrace central management IP addresses over TCP Port 22. At Darktrace’s discretion,
Support Services may also be provided using remote diagnosis and support, onsite service or through
other Support Services delivery methods, or any combination thereof. If any onsite support is provided,
Customer will be charged for any applicable travel fees and expenses.

Customer
Responsibilities

Upon Darktrace's request, Customer will be responsible for assisting Darktrace in resolving the problem
remotely in providing all information necessary for Darktrace to deliver timely and professional remote
support or to enable Darktrace to determine the level of support eligibility, including;

e  Starting self-tests and/or other diagnostic tools and programs; and
e Install customer-installable firmware updates and patches
e  Performing other reasonable activities to help Darktrace identify and resolve the problem.

Darktrace may also provide Customer with self-installable parts or units, to Customer following written
instructions from Darktrace.

Darktrace does not provide backup services. Customer must maintain a separate backup system or
procedure for its network data that is not dependent on the Offering.

Customer will notify Darktrace if it uses the Offering in an environment that poses a potential health or
safety hazard to Darktrace employees providing onsite Support Services. Darktrace may require
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Customer maintains the Offering under Darktrace’s supervision and may postpone any onsite Support
Services until such hazard(s) are remedied.

General

Darktrace will not be liable to provide Support Services with respect to a Product which is faulty on the
basis of: (i) improper use, site preparation, or site or environmental conditions or other non-compliance
with applicable Documentation or these terms, as applicable; (ii) failure or functional limitations of any
non-Darktrace software or product impacting systems receiving Darktrace Hardware Support Services;
(iii) malware (e.g. virus, worm, etc.) introduced by Customer; or (iv) modifications or improper system
maintenance or calibration not performed by Darktrace or authorized in writing by Darktrace; (v) fire
damage, water damage, accident, electrical disturbances, transportation by Customer, or other causes
beyond Darktrace’s control. Support Services do not include replacement of end-of-life Hardware.

NO ADVICE, ALERT, OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED BY CUSTOMER FROM
DARKTRACE OR THROUGH OR FROM THE SUPPORT SERVICES SHALL CREATE ANY WARRANTY NOT
EXPRESSLY STATED HEREIN OR IN THE MASTER CUSTOMER AGREEMENT. DARKTRACE SHALL NOT BE
LIABLE FOR ANY ERRORS OR DELAYS IN THE CONTENT OR ALERTS AVAILABLE THROUGH THE SUPPORT
SERVICES, OR FOR ANY ACTIONS TAKEN IN RELIANCE THEREON. THE CUSTOMER UNDERSTANDS AND
ACKNOWLEDGES THAT NOT ALL ANOMALIES / INTRUSIONS MAY BE REPORTED.

Darktrace may discontinue specific Support Services no longer included in Darktrace’s Offering upon six
(6) months’ prior written notice, unless otherwise agreed in writing. If Darktrace cancels prepaid Support
Services pursuant to this paragraph, Darktrace will refund Customer a pro-rated amount for such unused
prepaid Support Services.

Additional services performed by Darktrace at Customer’s request, which are not included in the Support
Services, will be chargeable at the applicable published service rates for the country where the services
are to be performed.

Coverage Window

The coverage window specifies the coverage hours during which Customer calls may be logged and
service is delivered remotely or onsite (as applicable). Helpdesk and Hardware Support will be available
24/7 (24 hours per day, Monday through Sunday)
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Customer Name: Palmdale Water District Product Order Form Ref: 12137-201812-11-509335-GO

Shipping Address: 2029 E Ave Q, Palmdale, CA 93550, USA Date Prepared: 11-Dec-2018
Invoice Address: 2029 E Ave Q, Palmdale, CA 93550, USA Expiry Date: 2-Jan-2019
Attn: Palmdale Water District
Email: jstanton@palmdalewater.org
Darktrace Offering:
Line Product/Services Description Product Code QTY Term Annual Customer Price |Extended Customer Price
| Item (months) (usD) (usD)
Enterprise Immune System DCIP-EIS 12 40,000 40,000
comprising:
Medium Appliance DCIP-M 1

Term license commencing on January 2, 2019 (“Commencement Date”")

Installation Services

Standard Support Services including:

Threat Intelligence Reports (Monthly)

2

Threat Visualizer, Virtual Instructor - Public DCIP-TV-PT | 1 l 5 . Included

Total ' - 40,000

Terms and Conditions:

1

By signing this Product Order Form ("Product Order Form"), issuing a purchase order referencing this Product Order Form or otherwise accessing or using
the Offering, the Customer's use of the Offering shall be subject to the Darktrace Master Customer Agreement included in the Appliance, which can also
found at: https://www.darktrace.com/resources/legal-online-terms.pdf ("Agreement”).

The Appliance(s) are for use with respect to the Customer applicable bandwidth throughput, number of connected devices and connections per minute as
set out in the applicable Product Data Sheet (https://darktrace.com/resources/contract-data-sheets.zip). The DCIP-M Appliance will returned if Customer
does not renew the license granted by this Product Order Form for an additional Term.

Fees are exclusive of any applicable sales tax, goods and services tax, withholding tax or VAT. Fees will be invoiced in full in advance from the
Commencement Date. Payment terms Net 30.

If Customer requires a purchase order, it must be sent at the time of acceptance of this Product Order Form and be for the full contract value. If it is not
received, Darktrace shall be entitled to invoice without it.

Acceptance of this Product Order Form is expressly limited to the terms of Darktrace's offer. Once accepted, the terms and conditions of this Product
Order Form and the Agreement will be the complete and exclusive statement of the agreement between the parties. Any modifications proposed by
Customers are expressly rejected by Darktrace and shall not become part of the Agreement in the absence of Darktrace’s written acceptance.

This Product Order Form may be executed in any number of counterparts and by different parties in separate counterparts. Each counterpart when so
executed shall be deemed to be an original and all of which together shall constitute one and the same agreement. Transmission of the executed
counterpart of this Product Order Form by email (in PDF, JPEG or other agreed format) shall take effect as delivery of an executed counterpart of this
Agreement.

Customer's logo on Darktrace's website, and (c) otherwise refer to Customer in print or electronic form solely for marketing or reference purposes,
including in a joint press release(s). Customer also agrees to (d) participate in a case study for the purposes of marketing and promotion, (e) participate in
and speak at least one Darktrace seminar, dinner, or roundtable event, and (f) provide a reasonable number of reference calls on demand.

Accepted By Customer Accepted By Darktrace

By: By:
Title: Title:
Effective Date: Date:

Darktrace Limited, Maurice Wilkes Building, St John's Innovation Park, Cowley Road, Cambridge CB4 0DS, UK
Registered No.: GB08562035, VAT No. GB290 0399 03
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PRODUCT OVERVIEW

Darktrace Enterprise

Threat Detection & Classification

The ability to detect and classify unusual behavior, as it emerges, is critical in
this era of novel and fast-moving cyber-threat. Today's rapidly evolving threat
landscape demands a fundamentally new approach to detecting attacks at
an early stage, before they have time to do damage.

To address the challenge, organizations must understand when benign
activity turns ‘abnormal’ amid the noise of everyday business activity,
and to differentiate friend from foe. In order to do this, across a diverse
and changeable digital environment, technology must be able to make
judgments autonomously, and help security professionals focus on what
really matters.

Enterprise Immune System

Darktrace Enterprise is Darktrace's flagship Al cyber defense solution.

It combines real-time threat detection, network visualization, and advanced
investigation capabilities in a single unified system that is fast and easy

to install.

Using proprietary machine learning and Al algorithms developed by
mathematicians from the University of Cambridge, Darktrace Enterprise
detects and ranks all forms of cyber-threats, including subtle insider threats,
low-and-slow attacks and automated threats, without prior assumptions of
what ‘malicious’ activity looks like.

The solution works by passively analyzing raw network traffic across the
digital enterprise, and continually makes probabilistic judgments about what
is normal or abnormal behavior. In doing so, Darktrace creates an evolving
understanding of the ‘pattern of life’ of every device and user, as well as each
network and subnet.

Based on core Enterprise Immune System technology, these ‘patterns of

life" are dynamic, and adapt as your network evolves. Without presuming

to know in advance what activity is ‘malicious’ or not, Darktrace Enterprise
independently learns to detect significant deviations from the ‘pattern of life’
of a business, and immediately alerts the organization to the potential threat.

This probability-based approach means that Darktrace Enterprise is agnostic
to the provenance, delivery mechanism, tactics and function of the cyber-

attacker or threat. All significant deviations are seen and correlated, resulting
in the detection of genuine threats, without producing floods of false positives.

Critically, Darktrace Enterprise is self-improving too, becoming increasingly
accurate over time.

Key Benefits

Learns on the Job

Continually learns and adapts its
understanding of ‘normal’ in light
of new evidence.

Understands Your Entire Business

Works across on-premise network, data
center, virtualized environment, cloud,
SaaS$, industrial control systems.

Installs in One Hour

No lengthy set-up or manual tuning.

Darktrace Enterprise installs in just one
hour.

Darktrace has proven
the technology actually
does what it says it will.



Network Visualization

Cyber security analysts face not only overwhelming volumes of data but also
increased complexity as the digital business continues to expand. In this
environment, an efficient and effective way to visualize interconnected data is
essential to allow for sophisticated threat detection and remediation.

To defend their networks against a range of attack types, organizations require

a powerful tool that provides insight into the relationships and data flows across
the network, as well as intuitive visual storytelling that can be used to identify and
investigate potential emerging threats as they unfold.

Darktrace Threat Visualizer

The Threat Visualizer is Darktrace’s graphical and interactive 3D interface,
which visualizes network activity and enables users to investigate anomalies
in real time. It is designed for users of all maturity levels, from forensic security
experts, to business executives and less experienced members of the IT team.

A wealth of rich information can be variously queried and exposed using the
interactive features within the Threat Visualizer. Cyber security analysts use it as
an essential system to investigate cyber incidents, while visualization techniques
provide a high-level overview of security issues for business executives, helping to
bridge the gap between technical specialists and the boardroom.

Dynamic Threat Dashboard

The Dynamic Threat Dashboard provides a simplified, real-time view of high-
priority threats and suspicious activities to help expedite the response process.
This allows even the leanest security teams to perform extremely rapid triage
with a minimum of interaction. Its streamlined interface facilitates quick sorting,
viewing, and acknowledging of breaches, which can then be investigated

by pivoting to the Threat Visualizer, which gives a comprehensive view of the
relevant network activity.

Darktrace Mobile App

Available for i0OS and Android, the Darktrace Mobile App allows users to easily
access Darktrace when they are on the move. Designed to offer maximum
flexibility and to increase the speed of mitigation, the app offers push
notifications of in-progress threats and one-click confirmation of Darktrace
Antigena’s autonomous response actions. When an attack transpires, security
teams can remotely view and remediate threats within seconds, even when
they are out of the office.

The Darktrace Mobile App is great. It gives me the
flexibility to take actions, get alerts, and monitor the
network wherever | am.

- ZPower

Darktrace is the world's leading Al company for cyber security. Created by mathematicians, the
Enterprise Immune System uses machine learning and Al algorithms to detect and respond to
cyber-threats across diverse digital environments, including cloud and virtualized networks, loT and
industrial control systems. The technology is self-learning and requires no set-up, identifying threats
in real time, including zero-days, insiders and stealthy, silent attackers. Darktrace is headquartered
in San Francisco and Cambridge, UK, and has over 30 offices worldwide. For more information, visit
www.darktrace.com

Darktrace Threat Visualizer

Darktrace has an excellent
user interface and enables
analysts to visualize the
entire network.

- Gartner Peer Insights Review

The Dynamic Threat
Dashboard provides focus
and is extremely easy to use.

- Gartner Peer Insights Review

Darktrace Mobile App

North America: +1 (415) 229 9100
Latin America: +55 (11) 97242 2011
Europe: +44 (0) 1223 394 100

Asia Pacific: +65 6804 5010

info@darktrace.com




AGENDA ITEM NO. 6.6

PALMDALE WATER DISTRICT
BOARD MEMORANDUM

DATE: January 8, 2019 January 14, 2019
TO: BOARD OF DIRECTORS Board Meeting
FROM: Jennifer Emery, Human Resources Director

VIA: Mr. Dennis D. LaMoreaux, General Manager

RE: AGENDA ITEM NO. 6.6 - APPROVAL OF RESOLUTION NO. 19-1 FOR

EMPLOYER PAID MEMBER CONTRIBUTIONS FOR CALPERS

Recommendation:

Staff recommends adoption of Resolution No. 19-1 for Employer Paid Member
Contributions for CalPERS.

This Resolution reflects the Board’s decision to have a portion of the 2019 COLA
increase be paid by employees toward the employee contribution of CalPERS. This
amount will be 2.67% paid by the employees bringing the total contribution to 7.00%.

Alternative Options:

If there is no Resolution, then CalPERS will not allow the payroll deductions.

Background:
This was voted on at the November 13, 2018 Regular Board meeting.

Strategic Plan Initiative:

This work is part of Strategic Initiative No. 2 — Organizational Excellence.

Budget:
This item will not affect the budget.

Supporting Documents:
e Resolution No. 19-1 for Employer Paid Member Contributions for CalPERS.







RESOLUTION NO. 19-1
FOR EMPLOYER PAID MEMBER CONTRIBUTIONS

WHEREAS, the governing body of the Palmdale Water District has the authority to
implement Government Code Section 20691,

WHEREAS, the governing body of the Palmdale Water District has a written labor policy
or agreement which specifically provides for the normal member contributions to be paid by the
employer;

WHEREAS, one of the steps in the procedures to implement Section 20691 is the adoption
by the governing body of the Palmdale Water District of a Resolution to commence said Employer
Paid Member Contributions (EPMC);

WHEREAS, the governing body of the Palmdale Water District has identified the
following conditions for the purpose of its election to pay EPMC:

= This benefit shall apply to all employees of the Palmdale Water District.

= This benefit shall consist of paying 7.00 percent of the normal member
contributions as EPMC for the classic members.

= The effective date of this Resolution shall be January 1, 2019.

NOW, THEREFORE, BE IT RESOLVED that the governing body of the Palmdale Water
District elects to pay EPMC, as set forth above.

BY:

Name of Official

President, Board of Directors
Title

January 14, 2019
Date adopted and approved

APPROVED AS TO FORM:

BY:
ALESHIRE & WYNDER, General Counsel




AGENDA ITEM NO. 7.1

PALMDALE WATER DISTRICT
BOARD MEMORANDUM

DATE: January 3, 2019 January 14, 2019
TO: BOARD OF DIRECTORS Board Meeting
FROM: Mr. Dennis D. LaMoreaux, General Manager

RE: AGENDA ITEM NO. 7.1 - CONSIDERATION AND POSSIBLE ACTION

ON REORGANIZATION OF THE BOARD OF DIRECTORS. (GENERAL
COUNSEL DUNN)

To assist in the Board’s discussion on this item, attached is a copy of Article 4 of the
District’s Rules and Regulations, Section 4.05: Officers of the Board and Section 4.06:
Duties and Obligations of the Officers of the Board.

Supporting Documents:

e Rules and Regulations Article 4 Sections 4.05 and 4.06













AGENDA ITEM NO. 7.2

PALMDALE WATER DISTRICT
BOARD MEMORANDUM

DATE: January 7, 2019 January 14, 2019
TO: BOARD OF DIRECTORS Board Meeting
FROM: Mr. Dennis D. LaMoreaux, General Manager

RE: AGENDA ITEM NO. 7.2 - CONSIDERATION AND POSSIBLE ACTION

ON AGREEMENT FOR PROFESSIONAL SERVICES BETWEEN THE
PALMDALE WATER DISTRICT AND DR. WILLIAM MATHIS D/B/A
MATHIS GROUP. ($36,000.00 - BUDGETED - GENERAL MANAGER
LaMOREAUX)

Recommendation:

An Agreement for Professional Services between the District and the Mathis Group in the
not-to-exceed amount of $36,000.00 is presented for the Board’s consideration.

Background:

Based on previous Board discussions, the Mathis Consulting Group has presented the
attached Agreement to provide instructions for implementing changes based on the recent
Culture Survey, conducting the General Manager and General Counsel annual
evaluations, and updating the Strategic Plan through 2020.

Strateqgic Plan Initiative/Mission Statement:

This work is part of Strategic Initiative No. 5 — Regional Leadership.
This item directly relates to the District’s Mission Statement.

Budget:

This is under Budget Item No. 1-02-5070-007 — Consultants.

Supporting Documents:

e Agreement for Professional Services Between the Palmdale Water District and Dr.
William Mathis d/b/a Mathis Group
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AGENDA ITEM NO. 7.3

PALMDALE WATER DISTRICT
BOARD MEMORANDUM

DATE: January 7, 2019 January 14, 2019

TO: BOARD OF DIRECTORS Board Meeting

FROM: Judy Shay, Public Affairs Director

VIA: Mr. Dennis D. LaMoreaux, General Manager

RE: AGENDA ITEM NO. 7.3 — CONSIDERATION AND POSSIBLE ACTION TO

SPONSOR ANTELOPE VALLEY BOARD OF TRADE 15" ANNUAL ANTELOPE
VALLEY SACRAMENTO ROAD TRIP. ($3,500.00 - BUDGETED - PUBLIC
AFFAIRS DIRECTOR SHAY)

Recommendation:

Staff recommends that the Board approve the $3,500 sponsorship of the 1 Annual AV Sacramento
Road Trip hosted by State Senator Scott Wilk, Assemblyman Tom Lackey, AV Board of Trade,
and KHTS radio.

Alternative Options:
The Board can choose not to sponsor the event.

Impact of Taking No Action:
The impact of taking no action is that Palmdale Water District will not receive recognition as a
Corporate Sponsor of the event.

Background:
The 1% Annual AV Sacramento Road Trip will be held on May 6 & 7, 2019. AV business leaders,

politicians, educators, nonprofit leaders and other community members are being invited to go to
Sacramento to advocate for critical issues impacting the valley. Attendees will have the
opportunity to meet with key decision makers in Sacramento and share concerns. During the bus
drive to and from the state Capitol, KHTS radio will be broadcasting from the bus. Santa Clarita
has been taking these Sacramento bus trips for 14 years.

Strategic Plan Initiative/Mission Statement:
This item is under Strategic Initiatives No. 5 and No. 6.
This item directly relates to the District’s Mission Statement.

Budget:
This project is under Budget Item No. 1-02-4190-700

Supporting Documents:
e Information on the Inaugural Sacramento Trip
















AGENDA ITEM NO. 7.4

PALMDALE WATER DISTRICT
BOARD MEMORANDUM

DATE: January 7, 2019 January 14, 2019
TO: BOARD OF DIRECTORS Board Meeting
FROM: Mr. Dennis D. LaMoreaux, General Manager

RE: AGENDA ITEM NO. 7.4 — CONSIDERATION AND POSSIBLE ACTION

ON CREATING A WATER AMBASSADOR’S ACADEMY FOR TEENS
TO HELP ENCOURAGE CAREERS IN THE WATER INDUSTRY.
(NON-BUDGETED - DIRECTOR MAC LAREN)

This item is presented for the Board’s consideration at the request of Director Mac Laren.




AGENDA ITEM NO. 7.5






























Accommodations

Event Name/Date:

[2nd Annual Palmdale School District Foundation Dinner “Inspiring Our Students to Reach for the Stars”/Jan. 25, 2019 |

CONTACT INFORMATION

First Name Last Name Date

ACCOMMODATION INFORMATION

Rooms and rates are subject to availability. Complete and submit this form as soon as possible to
guarantee a room at the host hotel. In the event that the host hotel is booked, every effort will be
made to secure a room at the closet hotel within comparable rates to the event discounted rate.

Arrival Date Departure Date No. of guests Room Type

Do you require a smoking room?

OYes (O No

Do you need transportation from the airport to the hotel?
OYes (O No
Flight Number Time

ADDITIONAL INFORMATION/REQUESTS Staff Representative





































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































AGENDA ITEM NO. 8.1
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