






P A L M D A L E    
W A T E R   D I S T R I C T 

B O A R D   M E M O R A N D U M 
 
DATE:  February 5, 2013                February 13, 2013   

TO:  BOARD OF DIRECTORS        Board Meeting  

FROM: Michael Williams, Finance Manager 

VIA:  Dennis D. LaMoreaux, General Manager 

RE: AGENDA  ITEM  NO.  6.3  –  APPROVAL  OF  RESOLUTION  NO.  13‐3 

AUTHORIZING  SPECIFIED  INDIVIDUALS  TO  TRANSACT  BUSINESS 

WITH CITIZENS BUSINESS BANK  

 
Recommendation: 
 
Staff recommends approval of Resolution No. 13-3 Authorizing Specified Individuals to 
Transact Business with Citizens Business Bank. 
 
Background: 
 
New officers for the Board of Directors were approved at the January 23, 2013 Board meeting.  
As a result, an updated resolution and updated signature cards are required by Citizens Business 
Bank.  
 
Strategic Plan Element: 
 
5.0 Administrative Management-Our objective is to provide supportive and effective policies, 
procedures and practices that will assure that the District operates in an effective manner.  Our 
strategy is to routinely monitor and upgrade these to address current requirements, operational 
efficiencies and emerging needs. 
 
Budget: 
 
There is no financial impact from the approval of Resolution No. 13-3. 
 
Supporting Documents: 
 
 Resolution No. 13-3 
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RESOLUTION NO. 13-3 

A RESOLUTION OF THE 
PALMDALE WATER DISTRICT 

AUTHORIZING SPECIFIED INDIVIDUALS TO 
TRANSACT BUSINESS WITH CITIZENS BUSINESS BANK 

WHEREAS, the Board of Directors of the Palmdale Water District (the "District") has 
authorized certain public funds to be deposited with Citizens Business Bank for the purpose of 
protecting public funds; and 

WHEREAS, from time to time the Palmdale Water District has cause to withdraw, 
deposit, reinvest, or otherwise change the disposition of those invested assets to fulfill the 
mission of the District; and 

WHEREAS, the Board of Directors of the District, at their regular meeting of February 
13, 2013, did authorize the President and/or Secretary to execute agreements with respect to 
accounts of the District held by Citizens Business Bank; and 

WHEREAS, the Board of Directors of the District, at their meeting of February 13, 
2013, did hereby approve the above described agreements authorizing certain individuals to act 
on the District's behalf with respect to the certain specified accounts of the District with 
Citizens Business Bank; and 

WHEREAS, the Board of Directors of the District intends and requires two Directors 
acting together or at least one Director acting with another director or designated staff member 
to execute authority over designated Treasury Management Agreement. 

NOW, THEREFORE, BE IT RESOLVED, that Kathy Mac Laren and Robert 
Alvarado, acting together, are hereby authorized and directed to open an account with Citizens 
Business Bank in the District's name and on its behalf, for the purpose of securing services, 
and that Citizens Business Bank is hereby authorized to act upon any orders and instructions 
with respect to such accounts listed below and/or the delivery of securities or money therefrom 
when received from any of the two said individuals, acting together, who are each likewise 
hereby authorized to sign and deliver in the District's name and in its behalf, receipts for 
securities and/or funds so delivered or paid. 

BE IT FURTHER RESOLVED, that any two of Gordon Dexter, Gloria Dizmang, 
Kathy Mac Laren, Robert Alvarado, or Steve Cordova acting together are hereby authorized to 
withdraw funds or to act on behalf of the District with respect to the General Account No. 
047031559; Merchant Account No. 047031567; Customer Refund Account No. 047031575. 

ADOPTED THIS 13TH DAY OF FEBRUARY, 2013. 

President, Board of Directors 



P A L M D A L E  W A T E R  D I S T R I C T

B O A R D  M E M O R A N D U M  

DATE: February 6, 2013 February 13, 2013 

TO: BOARD OF DIRECTORS Board Meeting 

FROM: Mr. Michael Williams, Finance Manager 

VIA: Mr. Dennis D. LaMoreaux, General Manager 

RE: AGENDA ITEM NO. 6.4  – RECEIVE AND FILE SEMI-ANNUAL 
EMPLOYEE REIMBURSEMENT REPORT FOR THE PERIOD 
COVERING JULY 1, 2012 THROUGH DECEMBER 31, 2012 

Recommendation: 

Staff recommends the Board receive and file the Semi-Annual Employee Reimbursement 
Report for the period covering July 1, 2012 through December 31, 2012. 

Background: 

Staff expenses and reimbursements are based on the approved budget.  It is required that 
the District receive and file an Employee Reimbursement Report on a semi-annual basis. 

Strategic Plan Element: 

This work is part of Strategic Element 6.0 Financial Management – Our objective in 
financial planning is to manage public funds to assure financial stability and demonstrate 
responsible stewardship. 

Budget: 

Receiving and filing the Employee Reimbursement Report will not affect the budget. 

Supporting Documents: 

 Semi-Annual Employee Reimbursement Report for the period covering July 1, 2012
through December 31, 2012
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PALMDALE WATER DISTRICT 

Semi-Annual Employee Reimbursement Report 

Period Covering July 1, 2012 through December 31, 2012 

. Emglolee ID Emglo~ee Name Pa~ Date Item Descrlgtion Amount 

4010 JENKINS, DAVID 7/4/2012 REIMBURSEMENT FOR EDUCATIONAL EXPENSES 111.55 

2600 PERNULA, JON 7/4/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 104.06 

2100 LAMOREAUX, DENNIS 8/1/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 259.51 

1720 HEINONEN, RICHARD 8/1/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 1,526.59 

4008 MAHONEY, SCOTT 8/29/2012 REIMBURSEMENT FOR EDUCATIONAL EXPENSES 570.00 

2382 NAREZ, AU DEL 10/10/2012 REIMBURSEMENT FOR EDUCATIONAL EXPENSES 145.00 

2100 LAMOREAUX, DENNIS 10/10/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 188.31 

1710 HAVILAND, LOEL 10/10/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 254.68 

2600 HEINONEN, RICHARD 11/7/2012 REIMBURSEMENT FOR EDUCATIONAL EXPENSES 845.00 

1720 PERNULA, JON 11/7/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 103.06 

2100 LAMOREAUX, DENNIS 12/5/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 237.27 

2100 LAMOREAUX, DENNIS 12/19/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 121.66 

2600 PERNULA, JON 12/19/2012 REIMBURSEMENT FOR TRAVEL EXPENSES 210.82 

4,677.51 



P A L M D A L E    
W A T E R   D I S T R I C T 

B O A R D   M E M O R A N D U M 

DATE: February 6, 2013  February 13, 2013   

TO:  BOARD OF DIRECTORS  Board Meeting  

FROM: Mr. Matthew R. Knudson, Engineering Manager 

VIA:  Mr. Dennis LaMoreaux, General Manager 

RE: AGENDA ITEM NO. 7.1 – CONSIDERATION AND POSSIBLE ACTION ON 

ADOPTION OF THE 2012 SANITARY SURVEY AND DRINKING WATER 

SOURCE ASSESSMENT UPDATE  

Recommendation: 

Staff recommends the Board adopt the 2012 Sanitary Survey and Drinking Water Source 
Assessment Update that was prepared by Black & Veatch. A representative from Black & 
Veatch is scheduled to make a presentation to the Board at the Board Meeting and will be 
available to answer any questions related to the update. A copy of the report was distributed to 
the Board on January 29, 2013.  

Description: 

Source water protection is the first and foremost barrier required in establishing a well 
developed, multiple‐barrier protection and treatment plan for public drinking water supplies. A 
comprehensive source water protection program can prevent contaminants from entering the 
public water supply, reduce treatment costs, and increase public confidence in the quality, 
reliability, and safety of its drinking water supplies. 

Background: 

The Palmdale Water District (District) completed its first sanitary survey for the Littlerock 
Reservoir and Palmdale Lake watershed in June of 1993 in accordance with the 1986 
Amendments to the Safe Drinking Water Act (SDWA) Surface Water Treatment Rule (SWTR). 
The SWTR required watershed sanitary surveys and watershed management plans only for 
surface water supplies qualifying for filtration avoidance. The survey included a summary of the 
watershed and water supply system, potential contaminate sources, watershed control practices, 
and water quality information. Furthermore, the SDWA Amendments of 1996 established source 
water protection as a national priority. These amendments require a new, more comprehensive, 
watershed‐based “prevention” approach be applied to improving and preserving water quality of 
the public water supply source. The key elements of this Source Water Assessment Program are 
to protect surface water supplies, as well as safeguard groundwater supplies through the 
Wellhead Protection Program. 
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BOARD OF DIRECTORS 
PALMDALE WATER DISTRICT 
VIA:  Mr. Dennis LaMoreaux, General Manager       February 6, 2013 

Since it was initially developed in 1993, the survey was updated in 1997, 2002, and 2007 as 
mandated by the State of California Title 22, Code of Regulations, Article 7, Section 64665, 
which requires all water suppliers to conduct a sanitary survey of their watershed at least once 
every five years. Black & Veatch completed the last three updates for the District and is very 
familiar with the District’s water supply sources and key elements needed to update the District’s 
Watershed Sanitary Survey and Source Water Assessment. 

Budget: 

The adoption of the 2012 Sanitary Survey and Drinking Water Source Assessment Update will 
have no impact on the District’s 2013 Budget. 

Supporting Documents: 

The 2012 Sanitary Survey and Drinking Water Source Assessment Update was distributed to the 
Board on January 29, 2013. 

Strategic Plan Element: 

Strategic Element 1.0 – Regulatory Compliance 
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P A L M D A L E  W A T E R  D I S T R I C T

B O A R D  M E M O R A N D U M  

DATE: February 7, 2013 February 13, 2013 

TO: BOARD OF DIRECTORS Board Meeting 

FROM: Mr. Matthew Knudson, Engineering Manager 

VIA: Mr. Dennis D. LaMoreaux, General Manager 

RE: AGENDA ITEM NO. 7.5 – STATUS REPORT ON COMMITTED 
CONTRACTS ISSUED 

The updated Committed Contracts Schedule will be distributed at the Board 
meeting. 

AGENDA ITEM NO. 7.5



P A L M D A L E  W A T E R  D I S T R I C T

B O A R D  M E M O R A N D U M  

DATE: February 6, 2013 February 13, 2013 

TO: BOARD OF DIRECTORS Board Meeting 

FROM: Jim Stanton, IT Manager 

VIA: Mr. Dennis D. LaMoreaux, General Manager 

RE: AGENDA ITEM NO. 7.6 – CONSIDERATION AND POSSIBLE ACTION 
ON SOCIAL ENGINEERING TESTING AND TRAINING 

Recommendation: 

Staff recommends entering into the attached proposal with Illumant Consulting 
Services at a cost of $9,500.00.  

Background: 

In today’s environment, the weakest link in network security are the users.  There 
are several attack strategies that people or agencies use to gain unauthorized access to 
corporate and municipal networks.  One of the most prevalent is social engineering 
attacks.  These attacks leverage a number of tactics to trick personnel into divulging 
sensitive information and can include any individual, or combination of the following: 

 Phishing – forged emails that look authoritative that request user action

 Planted media – external, physical media like thumb drives, CDs and DVDs that
contain malware, that are mailed or planted to entice users to load them

 Social networking – use of social networks, and their vulnerability to forged
identities, to gain a user’s confidence

 Pretext calling – call scripts designed to elicit sensitive info from users

Illumant, in cooperation with PWD, will select a sample of individuals to target
with simulated attacks using these vectors. Users’ responses are measured and reported. 
The attacks are designed to be benign with no persistent negative effect.  This exercise 
serves a number of purposes beyond assessing the organization’s susceptibility to social 
engineering: 

AGENDA ITEM NO. 7.6
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BOARD OF DIRECTORS 
PALMDALE WATER DISTRICT 
VIA: Mr. Dennis D. LaMoreaux, General Manager         February 4, 2013 

 It also raises overall user awareness to these types of threats. As word of the
testing spreads, other users will become more cautious regarding inbound
communications and requests.

 The report itself is teachable for training purposes. Names can be anonymized so
as not to single out any individuals, and the report results can be shared with
remaining users to further raise awareness (both of malicious actors and/or
potential future testing).

Illumant will provide training to PWD employees about the common social
engineering techniques, how to spot them, how to avoid them, and how to react. The 
training serves to raise awareness in the organization about social engineering and help 
the organization protect itself against these types of threats. Training will take the form of 
a webinar which will be recorded for those who cannot attend real-time. A simple test 
will be provided at the end to aid in lesson retention and to record participation. 

Three to six months later, Illumant will follow the same model as the initial 
assessment, targeting a different set of individuals, to gauge the success of the training. 

Strategic Plan Element: 

This work is part of the IT Strategic Goal to continually increase network 
security. 

Budget: 

The current 2013 budget has $20,000 allocated for this testing. 

Supporting Documents: 

 The Illumant proposal
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January 28, 2013 
 
James Stanton 
The Palmdale Water District  
2029 E Avenue Q 
Palmdale CA 93550 
 
 
Dear James: 
 
Illumant, LLC (“Illumant”) appreciates the opportunity for our consulting group 
to provide the Palmdale Water District (“PWD”) with a proposal for social 
engineering assessment and training services. This proposal includes the 
details of the proposed services and their associated deliverables, along with 
the fees, terms and conditions for Illumant to perform the work.   
 
A social engineering assessment tests the vulnerability of an organization and 
its personnel to non-technical threats to the security of sensitive information; 
including a variety of confidence schemes that leverage Internet 
communications.   
 
Typical social engineering threats leverage a number of vectors to trick an 
organization’s users into divulging sensitive information, such as: 

 Phishing – forged emails that look authoritative that request user 
action 

 Planted media – external, physical media like thumb drives, CDs and 
DVDs that contain malware, that are mailed or planted to entice users 
to load them 

 Social networking – use of social networks, and their vulnerability to 
forged identities, to gain a user’s confidence 

 Pretext calling – call scripts designed to elicit sensitive info from users 
 
Illumant, in cooperation with PWD, will select a sample of individuals to target 
with simulated attacks using these vectors. Users’ responses are measured 
and reported.  The attacks are designed to be benign with no persistent 
negative effect. 
 
This exercise serves a number of purposes beyond assessing the 
organization’s susceptibility to social engineering:   

 It also raises overall user awareness to these types of threats.  As 
word of the testing spreads, other users will become more cautious 
regarding inbound communications and requests. 

 The report itself is teachable for training purposes.  Names can be 
anonymized so as not to single out any individuals, and the report 
results can be shared with remaining users to further raise awareness 
(both of malicious actors and/or potential future testing). 

  
By request, Illumant can provide training to the organization after completion of 
the initial testing.  Training will take place in the form of a webinar, which will 
be recorded for those who cannot attend, and will be followed up by a simple 
test to aid in lesson retention. 
 

mailto:info@illumant.com
http://www.illumant.com/
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Finally, PWD may seek to engage Illumant for a follow-up test at a later point in 
time (3 months, 6 months, 1 year) to verify improvement and the positive effect 
of training. 
 
Thank you for the opportunity to present this proposal. If the terms and 
objectives of our engagement as described in this proposal and the attached 
Terms and Conditions are acceptable, please authorize us to proceed by 
issuing a purchase order for the services requested. If you have any questions, 
please contact the following: 
 
Matija Siljak – 650-248-4060 
  
We look forward to assisting you and others in your organization with your 
security assessment requirements. 
 
Sincerely, 
 
 
 
 
Matija Siljak 
Director, Advisory Services  
Illumant, LLC   

mailto:info@illumant.com
http://www.illumant.com/
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Requested Services 

 

Social Engineering 
Assessment 

Illumant will assess employees’ awareness of security threats, and 
relevant organization disclosure and incident handling policies by trying to 
coax employees into disclosing passwords and other critical information 
through social networking, phishing, pretext calling, and planted media.   
Illumant will also attempt to gain unauthorized physical and network 
access to the client’s locations.  These social engineering exercises raise 
awareness of security threats as news of the attempts spreads. And the 
final report may be used effectively as training material for those who have 
not been tested. 

Note:  Illumant together with PWD will select a representative sample of 
12-20 individuals for social engineering testing across the organization.    

Social Engineering 
Training 

Illumant will provide training to PWD employees about the common social 
engineering techniques, how to spot them, how to avoid them, and how to 
react.  The training serves to raise awareness in the organization about 
social engineering and help the organization protect itself against these 
types of threats.  Training will take the form of a webinar which will be 
recorded for those who cannot attend real-time.  A simple test will be 
provided at the end to aid in lesson retention and to record participation. 

Note:  Illumant will provide a webinar and recording for future use, plus a 
test and full test results    

Social Engineering 
Retest 

The retest will follow the same model as the assessment above targeting a 
different set of individuals.  Results will be gathered and compared with the 
first assessment to demonstrate the effectiveness of training and tangible 
Return-on-Investment. 

Note:  Illumant together with PWD will select a separate sample of 12-20 
individuals for social engineering retesting.    

 
  

mailto:info@illumant.com
http://www.illumant.com/
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Methodology 

Reports 

After completing the assessment and analysis, we will furnish a report containing summary information, 
graphical data, and detailed technical analysis along with action items to facilitate remediation. Before 
any final deliverables are submitted Illumant will engage key PWD team members to review draft 
reports and to discuss results and incorporate relevant feedback and context into the report. This 
hands-on process will allow the organization to derive the maximum value from the assessment and 
associated report, and ensures that all concerns are addressed appropriately. 

Social Engineering 

Description  Use of a variety of social engineering techniques to convince
employees and staff to divulge sensitive information

 Utilize phone and email correspondence

 Test awareness of security concerns and threats, and compliance
with corporate disclosure and incident handling procedures

Our social engineering exercise is an attempt to establish false confidence 
with employees at the company to unwittingly manipulate them into 
divulging sensitive information such as account information, or other 
information that could be used to compromise security. In performing this 
exercise we use a combination of techniques, including pretexting, 
phishing and baiting. 

Social engineering tests an organization’s awareness of security threats 
and compliance requirements concerning disclosure of information and 
incident handling policies and procedures. The results of the test are 
recorded and successes and failures indicated to motivate the degree of 
training needed to remediate and issues.  

Onsite / Offsite Both 

Tools Proprietary techniques, including phone and email scripts and other 
standardized procedures 

Client Requirements None 

Deliverables  Executive-level summary

 Top Action Items

 List of all security violations observed

 Remediation recommendations

mailto:info@illumant.com
http://www.illumant.com/
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Professional Fees and Billing 

Our fees are based on our consultants’ level of experience and skill and the time and effort required to 
complete the assessment. The following section shows our rates for each project component. These 
rates include all travel and any out-of-pocket expenses. 

Services components and associated fees: 

Core Services Fees 

Social Engineering Assessment (SEA) 
12-20 target individuals $5,500 

Phishing  
3-5 target individuals

Planted Media 
3-5 target individuals 

Social Networking 
3-5 target individuals 

Pretext Calling 
3-5 target individuals

Discount $1,000 

Sub-total $4,500 

Additional Services Fees 

Social Engineering - Personnel Training Video Series 
Price per session, webinar recording provided $2,500 

Follow-on Social Engineering Assessment 
Same scope as SEA above, includes trending analysis report $3,500 

Discount $1,000 

Sub-total $5,000 

Total $9,500 

Payment Terms 

Social Engineering Assessment (SEA) and Follow-on SEA: 

A 25% retainer fee will be billed at the start of each service component engagement. A milestone 
payment of 50% will be billed upon completion of the draft results. The remaining 25% will be billed 
upon delivery of the final reports. All payments are due Net 30 days from the invoice date.  

Training: 

Payment is due prior to delivery of training videos. 

mailto:info@illumant.com
http://www.illumant.com/
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References 

The references below showcase our depth of experience as well as our breadth of exposure to a variety 
of environments and methodologies:  

Reference #1 
Contact Name: Dave Hopson, Principal 
Name of Company: EDPR, Horizon Wind, Newfield Exploration (via TriumphusTek) 
Contact Telephone Number: (832) 814-7218 
Contact Email Address: dave_hopson@triumphustek.com  
Services:  Illumant was hired by TriumphusTek to provide comprehensive security 
assessments to its clients – EDPR, Horizon Wind, Newfield Exploration, and others – to assist 
them in identifying and remediating potentially costly and dangerous security issues.  Reviews 
targeted organizational and technical vulnerabilities, and included pen testing and assessment 
of both corporate networks, and SCADA systems. 

Reference #2 
Contact Name: Brian Kirk, Chief Information Security Officer 
Name of Company: CH2M Hill 
Contact Telephone Number: (864) 599-4535 
Contact Email Address: brian.kirk@ch2m.com   
Services:  Illumant was hired by CH2M Hill to conduct a comprehensive security assessment 
of organizational, technical, and platform-specific aspects of security at the company, including 
external and internal technical security of routers, firewalls, servers, virtualization, applications, 
active directory, desktops, laptops and wireless networks.  Additionally Illumant performed an 
assessment of CH2M’s remote system and reviewed the configuration of their security 
information and event management (SIEM) system.  On the organizational side, Illumant 
reviewed IT policies and procedures documentation relevant to security and provided specific 
recommendations on improving practices (including compliance with ISO 27002). 

Reference #3 
Contact Name: Patrick Darcy, Senior Vice President, Information Security Officer 
Name of Company: Bessemer Trust 
Contact Telephone Number: (732) 694-5588 
Contact Email Address: darcy@bessemer.com  
Services:  Illumant was hired by Bessemer Trust to conduct an advanced black box 
penetration test of the company’s networks and systems.  The test was designed to test the 
company’s ability to fend of real world cyber-attacks.  To perform the simulated attack, Illumant 
used social engineering and technical penetration testing techniques to attempt to compromise 
the organization’s networks and systems and to retrieve planted target files.   

In related engagements, Illumant performed top-to-bottom security assessments covering all 
major aspects of information security at the company, including external and internal technical 
security of routers, firewalls, servers, active directory, desktops, laptops and wireless networks. 
Illumant also performed a social engineering exercise to test employee awareness of security 
threats and incident handling techniques. 

Reference #4 
Contact Name: Shawn Wilde, Chief Information Officer 
Name of Organization: Trimble Navigation Limited 
Contact Telephone Number: (408) 481-8555 
Contact Email Address: shawn_wilde@trimble.com  
Services:  Illumant was hired by Trimble to perform blind penetration testing services.  The 
results of the testing were used to help secure their expansive Internet presence as well as to 

mailto:info@illumant.com
http://www.illumant.com/
mailto:dave_hopson@triumphustek.com
mailto:brian.kirk@ch2m.com
mailto:darcy@bessemer.com
mailto:shawn_wilde@trimble.com
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provide third-party validation of their internal security assessment program and associated 
methodologies.    

Reference #5 
Contact Name: Matthew Ryffel, Network Analyst 
Name of Organization: Valley Hospital 
Contact Telephone Number: 201-447-8116 
Contact Email Address: mryffel@valleyhealth.com  
Services:  Illumant was hired by Valley Hospital to perform a comprehensive security 
assessment of its information systems, including perimeter facing servers and devices, internal 
servers, desktops, laptops, and wireless equipment.  Illumant also assisted them with a 
physical security assessment, and a social engineering exercise to test the awareness of 
security threats and response protocols. 

Reference #6 
Contact Name: Dave Clark, Founder and Chief Executive Officer  
Name of Organization: MindSource, Inc.  
Contact Telephone Number: (650) 314-6407  
Contact Email Address: dclark@mindsource.com   
Services: MindSource leveraged the deep security expertise of Illumant to provide security 
assessments to over 30 of its clients, including Fortune 500 companies, 10 or so regional and 
community banks, and a host of other public and privately held companies in a variety of 
industries. Illumant served as a valuable partner to the firm as they sought to assist their 
clients with security, compliance and risk management needs. This relationship persists today. 

Additional references are available upon request. 

mailto:info@illumant.com
http://www.illumant.com/
mailto:mryffel@valleyhealth.com
mailto:dclark@mindsource.com
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Clients 

 
Below is a partial list of Illumant’s current and past clients: 
 

Adobe Systems 

Advisor Software 

Ariel Investments 

Bank of the Sierra 

Bidz.com 

Benelogic 

Bessemer Trust 

Bloom Energy 

BlueRoads 

Bowdoin College 

Brocade Communications 

Central Garden & Pet 

CH2M Hill 

Citizens Business Bank 

Clark Nuber P.S. 

Coherent, Inc. 

CollabNet 

Cornell University 

County of Riverside 

Danger 

Disney Animation Studios 

Duke University 

E-Loan 

EDPR 

Ellipse Communications 

Embarcadero Technologies 

EMC Insignia 

Essex Property Trust 

Excelligence Learning Corporation 

Foothill Independent Bank 

Foothill Securities 

Foundry Networks 

Glatfelter 

Glo 

GP Bullhound 

Herakles Data Center 

Horizon Wind Energy 

InSite Vision 

Invisalign 

Juniper Networks 

K-Swiss 

Kingston Companies 

Marketo 

Maxygen 

Monogram Biosciences 

NeoPhotonics 

NetManage 

Newfield Exploration 

Pacific Premier Bank 

Panasonic 

Phoenix Technologies 

Proteolix 

Rainmaker Systems 

Riverstone Networks 

Shopping.com (eBay) 

Solexa 

SonicWall 

Southwest Community Bank 

SouthwestUSA Bank 

Stanford University 

Sunrise Telecom 

TeleSoft Partners 

The Link Group 

Thomas and Betts 

Titan Pharmaceuticals 

Trimble  

Tropian 

Tyco Plastics & Adhesives 

Tymphany 

UCLA 

UC Santa Cruz 

University of North Carolina 

University of California - UCSF 

UT Starcom 

Valley Hospital 

Vineyard Bank 

Virologic 

VMware 

Western Municipal Water District 

Zhone Technologies 
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Team Bios 

Ced Bennett, Emeritus Director, Information Security Services for Stanford University 

As a Senior Lead Consultant at Illumant, Ced Bennett offers a dynamic combination of strategic 
leadership, large-scale management skills, and depth of technical expertise. In his role as Director, 
Information Security Services for Stanford University, Ced led a department tasked with building 
awareness and driving change in individual and organizational behavior with regard to increasing 
institutional information security. He led the team that was responsible for information security policy 
development and implementation and for moving the institution toward more effectively securing its 
information resources. As a well respected source of technical leadership, Ced is considered an 
evolutionist in the field of information security. He maintains this edge by continuing to seamlessly 
integrate emerging technologies with future client needs.  

Ced has been a part of information technology senior management for more than 30 years. During that 
time he has been responsible for the leadership of a variety of information technology organizations 
including the development and support of administrative systems, the initial deployment and support of 
desktop and distributed computing, the development and support of library computing, and many 
others. Prior to joining Stanford, he held information technology leadership positions in the private 
sector for the electronics, wholesale/retail, health care, and IT services industries.  

Ced is currently a member of the EDUCAUSE/Internet2 Computer and Network Security Task Force. A 
frequent speaker at professional conferences and seminars, Ced served as a founding faculty member 
from 1998 to 2001 in the CAUDIT-EDUCAUSE Institute held in Australia each year. He was 
instrumental in the creation of the CAUSE Management Institute (now the Leadership and Management 
Programs of the EDUCAUSE Institute) in 1990, in its direction through 1995 and as a faculty member 
through 1997. Ced was a member of the CAUSE Board of Directors from 1985 through 1989 serving as 
Chairman of the Board in 1987.  

Ced holds a BA in philosophy from San Francisco State University and has completed graduate work in 
philosophy, cybernetic systems and business.  

Matija Siljak, CISA 

Mat Siljak is Director, Advisory Services, at Illumant, where he drives compliance and enterprise 
security services at Illumant. Leveraging deep technology, regulatory, and risk management expertise, 
he has managed over 100 consulting engagements for firms ranging from Fortune 500 to pre-public 
companies. Mat has participated in many high profile conferences, including "Sarbanes-Oxley: Lessons 
from the Trenches" and "Sarbanes-Oxley and the CIO." He is CISA certified and is a member of ISACA, 
and the San Francisco Bay Area Chapter of InfraGard which provides channels for the exchange of 
information about infrastructure threats and vulnerabilities 

Prior to joining Illumant, Mat co-founded OLOSEC Network Security Solutions, an information security 
consulting firm based in Menlo Park, California. He previously held the position of Chief Technology 
Officer for Bullhound, Ltd., a global technology hedge fund based in London.  

Mat holds a B.S. and an M.S. in Electrical Engineering, both from Stanford University. Mat has a CISA 
certification. 

Roger Smith, CISA, CISSP, PCI Qualified Security Auditor (QSA) 

Roger Smith is a Senior Consultant in Illumant’s IT Risk Services practice, where he develops Illumant’s 
consulting methodologies and project manages Illumant’s security, SOX IT, SAS70, and other IT risk 
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and compliance projects. Prior to joining Illumant, Roger was the principal at Argos I/T Security 
Services, where he led security, SOX general controls and application audit teams at Siebel, Verity, 
MIPS, E-Loan, and Essex Property Trust. Prior to founding Argos, Roger had senior roles in three high 
growth startups, including Napster, the original online music company, where Roger was Executive 
Director of Operations. In that role Roger took that company from 10 people to 250 in six months and 
built out a world class data center from a single T1 line to one that pushed a sustained 1Gigabit 24x7. 
Roger also worked at NASA’s Ames Research center for 15 years, making significant contributions to 
projects such as the first successful Martian Lander and the Lunar Prospector Satellite.  

Roger holds a BS in Computer Science from Trinity University. He holds CISSP, CISA and PCI DSS 
Qualified Security Auditor (QSA) certifications. 

Mark Snodgrass, CISSP, CISA 

Apart from active roles in consulting engagements, Mark also drives the development of Illumant's 
consulting tools and systems, which enable and facilitate internal processes and drive consulting quality 
and efficiency. Mark is responsible for the development of a proprietary suite of tools and the integration 
of open-source products. He has focused on developing superior statistical analysis tools for 
vulnerability detection, IDS, denial of service prevention, and log review. Mark joined Illumant as a 
Senior Security Engineer in 2003. Prior to that, he co-founded OLOSEC Network Security Solutions. 
Over the past years, he has worked on hundreds of network security assessments and dozens of 
compliance audits. 

During his tenure as a Ph.D. candidate at Stanford University, Mark researched large-scale stochastic 
systems, developing specialized statistical analysis tools and novel data-mining techniques.  

Mark holds a B.S. and M.S. in Civil Engineering and a Ph.D. in Civil and Environmental Engineering, all 
from Stanford University. He is CISSP certified by the International Information Systems Security 
Certification Consortium and CISA certified by the Information Systems Audit and Control Association 
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Terms and Conditions 

1. AGREEMENT. This document serves as the agreement (“Agreement”) between PWD and Illumant. The proposal

(“Social Engineering Exercise, A Proposal for Palmdale Water District”) is incorporated by reference into the Terms 
and Conditions.  This agreement will expire 30 days from the date of the Agreement, unless it is accepted by PWD 
as provided below. Under this Agreement, Illumant will provide business consulting services to PWD.  

2. PAYMENT TERMS. If not specified elsewhere in the proposal, Illumant’s invoices are due and payable within 30
calendar days of invoice date. Any amount not paid within 60 days of invoice date will be subject to a finance charge 

of 1.5% per month, retroactive to the invoice date. In the event an invoice is not paid within 90 days of invoice date, 
PWD agrees that Illumant may, solely at Illumant’s discretion, stop work subject to the payment.  

3. INDEPENDENT CONTRACTOR RELATIONSHIP. Illumant’s relationship with PWD will be that of an independent
contractor and nothing in this Agreement should be construed to create a partnership, joint venture, or employer-
employee relationship. Illumant is not the agent of PWD and is not authorized to make any representations, 

contracts, or commitments on behalf of PWD. Illumant shall not be restricted from entering into any contract to 
provide services to other business entities, except any contract which would induce Illumant to violate this 
Agreement. 

4. TERMINATION. Either party may terminate this Agreement at its sole discretion and without any breach to the other
upon 30 days’ prior written notice. All invoices issued by Illumant for services performed under this Agreement shall 

remain due and payable. Paragraphs 2, 3, 4, 5, 6, 8, and 9 shall survive termination of this Agreement. 

5. INDEMNIFICATION. PWD will indemnify and hold harmless Illumant and its personnel or agents from any claims,

liabilities, costs, and expenses relating to Illumant’s services under this Agreement, except to the extent such claims, 
liabilities, costs and expenses are determined to have resulted from the negligence or willful misconduct of Illumant 
personnel or agents.   Illumant will indemnify and hold harmless PWD and its personnel or agents from any claims, 

liabilities, costs, and expenses relating to Illumant’s performance of services under this Agreement, except to the 
extent such claims, liabilities, costs and expenses are determined to have resulted from the negligence or willful 
misconduct of PWD personnel or agents. 

6. CONFIDENTIAL INFORMATION. Illumant will maintain the confidentiality of PWD’s confidential information concerning
PWD’s business, plans, operations, finances, activities, customers, technology, and products, including the terms 

and conditions of this Agreement. PWD agrees not to disclose any confidential material obtained from Illumant 
without Illumant’s prior written consent, except to the extent that such disclosure is an agreed objective of this 
engagement. PWD’s use of Illumant’s work product shall be limited to its stated purpose and to PWD’s business use 

only. Illumant retains the right to use the ideas, concepts, techniques, industry data, and know-how Illumant uses or 
develops in the course of the engagement. PWD agrees to the use of fax, email, and voicemail to communicate both 
sensitive and non-sensitive matters. 

7. PWD ASSISTANCE. For Illumant to provide services effectively and efficiently, PWD agrees to provide Illumant with
any information requested in a timely manner and to make PWD employees available as required. The availability of 

personnel and the timing of their assistance are key elements in the successful completion of services and in the 
determination of fees. Completion of Illumant’s work depends on appropriate and timely cooperation from PWD’s 
personnel and complete, accurate, and timely responses to inquiries. If for any reason this does not occur, Illumant 

will provide to PWD a revised fee schedule to reflect the additional time or resources required by Illumant, and PWD 
agrees to hold Illumant harmless against all matters that arise, in whole or in part, from any resulting delay. If 
circumstances arise that, in Illumant’s professional judgment, prevent Illumant from completing this engagement 

according to the terms of this Agreement, Illumant retains the right to take any course of action, including declining to 
issue work product or withdrawing from the engagement.  

8. SOLICITATION. If PWD wishes to offer employment to any of Illumant's representatives, and if the representative
wishes to accept such employment, Illumant has the right to invoice PWD, and PWD will promptly pay, a fee equal to 
30% of representative’s projected first year’s cash compensation including bonus. Otherwise, both parties agree that 

during the period of this Agreement and for one year after its expiration or termination, neither party will solicit any 
personnel of the other party for employment. 

9. ARBITRATION; ATTORNEY FEES. Any dispute, controversy or claim between Illumant and PWD arising from or
relating to this Agreement, or its breach, will be resolved through binding confidential arbitration to be conducted by 
the American Arbitration Association in Santa Clara County, California, pursuant to its Commercial Arbitration Rules, 
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and judgment upon the award rendered by the Arbitrator(s) may be entered by any court having jurisdiction over the 
matter. If any action or proceeding is initiated to enforce any provision, or remedy any breach of this Agreement, the 
prevailing party shall be entitled to recover its costs, including but not limited to reasonable attorney fees. 
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Illumant 

 
 
 
 

Matija Siljak 
 
 

Director Advisory Services 
 
 

January 28, 2013 

Signature Page 

 

By signature below Illumant and PWD agree to the scope of the information security assessment and training 
services as described in this proposal and the terms and conditions above.  
 

 

Palmdale Water District    
 
 
By: ________________________________    By: ______________________________________ 
                                  
 
Name:  _____________________________    Name:  ___________________________________ 
  
 
Title: _______________________________    Title: _____________________________________ 
 
 
Date: _______________________________    Date: _____________________________________ 
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AGENDA ITEM NO. 7.7







February 4, 2013 

PALMDALE WATER DISTRICT 
2013 STANDING COMMITTEES AND APPOINTMENTS  

FACILITIES:   ALVARADO (Chair), DEXTER 
1) District Owned Land and Buildings
2) Water Treatment Plant
3) Land Sales and Leases
4) Rolling Stock, Radios, Control Systems, and Misc. Equipment
5) Palmdale Ditch and Littlerock Dam

FINANCE:     DIZMANG (Chair), CORDOVA 
1) Water Rates
2) Budget, Auditing, and Accounting Procedures
3) Investments
4) Capital Improvement Fee, Assessment Parity Charge, etc.

PERSONNEL: MAC LAREN (Chair), DIZMANG 
1) Organizational Structure
2) Salary, Benefits and Retirement
3) Personnel Policies
4) ACWA JPIA

OUTREACH: DIZMANG (Chair), ALVARADO 
1) Publications
2) Education Programs
3) Community Organizations

WATER SUPPLY DEXTER (Chair), DIZMANG 
& RELIABILITY:  1) Surface Water Supply, Reliability, Delivery

2) Groundwater Supply
3) Water Banking and Storage
4) Water Conservation

(GENERAL MANAGER TO SERVE ON ALL COMMITTEES AT THE REQUEST OF THE CHAIR) 

PALMDALE WATER DISTRICT DIRECTOR APPOINTMENTS 

 Antelope Valley State Water Contractors Association      Alvarado, Mac Laren, Cordova (Alt.)

 Palmdale Recycled Water Authority Dexter, Mac Laren, Dizmang (Alt.) 

 Plant 42 Environmental Restoration Advisory Board      Alvarado, Engineering Mngr. Knudson
     (Alternates: Mac Laren and LaMoreaux) 

 Association of California Water Agencies & JPIA      Dizmang, Mac Laren (Alt.) 

PALMDALE WATER DISTRICT AD HOC COMMITTEES 

The Board President shall appoint Ad Hoc Committees from time to time and reconstitute such 
committees as the need arises. 

BOARD LIAISONS 

The Board President shall act as and/or appoint Liaisons to various functions and organizations to 
represent PWD. 

AGENDA ITEM NO. 7.8



VMWARE AND CISCO 
CERTIFIED NETWORK ADMINISTRATOR BOOT CAMPS 

March 11 -15, 2013 and May 13-19, 2013 
Las Vegas, Nevada 

NAME: __________ ~------------------------------------

ADVANCE REGISTRATION DEADLINE: ______________ _ 

MEALS: _YES 
_NO 

SPOUSE: 

DEPARTMENTAL TRAVEL BUDGET: 

_YES 
_NO 

SPOUSES' TOUR: _YES 
_NO 

REGISTRATION:, ___________ TRA VEL: ____________ _ 
TOTAL REMAINING BALANCE:, __________________ _ 

PROPOSED EXPENSES: Registration: 

Transportation: 

Meals:* 

Miscellaneous: 

TOTAL: 

*DIRECTORS: Expenses are outlined in Section 4.06.1 of the District's Rules and Regulations. 
*FOR STAFF: Meal limitations are outlined on pages 30 and 31 of the District's Employee Manual. 

Please review these limitations. 

HOTEL ACCOMMODATIONS: YES _NO REGISTRATIONDEADLINE: __ _ 
ARRIVAL DATE/TIME: ___ _ 

TYPE OF ACCOMMODATIONS: 

AIRLINE RESERVATIONS: _YES 

DEPARTURE DATE/TIME: _____ _ 

_NO 

SINGLE (1 PERSON) 
DOUBLE (2 PEOPLE) 
(2 PEOPLE/2 BEDS) 

DEPARTFROM __________ on _______ at ____ AM/PM 

(airport) (date) (time) 

RETURN FROM------------ on -------at ____ AM/PM 
(airport) (date) (time) 

SUPERVISOR APPROVAL: ___________ DATE: ______ _ 

AGENDA ITEM NO. 7.9















































































































AGENDA ITEM NO. 8.1











































P A L M D A L E  W A T E R  D I S T R I C T

B O A R D  M E M O R A N D U M  

DATE: February 6, 2013 February 13, 2013  

TO: BOARD OF DIRECTORS Board Meeting 

FROM: Mr. Dennis D. LaMoreaux, General Manager 

RE: AGENDA ITEM NO. 8.2 – REPORT OF GENERAL MANAGER – 
DISTRICT VACANCIES 

All budgeted positions are currently filled with the following exceptions: 

Position Department  Comment 

Human Resources Manager Human Resources Retired 
Treatment Plant Supervisor Operations Retired 
Senior Plant Maintenance Worker Operations Executing hiring process approved 11/14/12 
Service Worker Facilities  Executing hiring process approved 11/14/12 
Field Service Worker I Finance Executing hiring process approved 11/14/12 

AGENDA ITEM NO. 8.2
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